Ipunoxenne Ne 1
k [IpaBunam BelycKa 1 00CITy>)KUBaHUS
6ankoBckux kapT AO «Ab «POCCHSI»

MPABWUJIA ITOJIb30BAHUA KAPTOM

TpeboBanusi mo coOnroAeHUI0 Mep Oe3omacHoCTH, conepkauiuxca B [IpaBuiax mnoib30BaHUs
Kaproii, sBistoTcs 00s3aTeNbHBIMM W HANpaBlICHbl HA MPEJOTBpaIleHHE BO3HUKHOBEHUS
¢dbunancoBbIx noteps y [epkatens KapTel B pe3ynbrare coBepleHHs IPOTUBOIIPABHBIX IEUCTBUH C
ucnionb3zoBanueM Kaptel. B cioydae nHapymenuin Kiumentom IIpaBuil 1osib30BaHuUsL KapTOW,
Hanpumep, nipu pazrnamenuu [IMH-kona, PexBuzutoB KapTel, nepconanbHbix AaHHbIX Knnenrta, a
Takke B ciaydae yrparbl Kaprtel, Kapra cTaHOBUTCSI HCTOUYHHMKOM IOBBIIIEHHOTO pHUCKa
HECaHKI[MOHMPOBAHHOI'O CIIMCAHUs JEHEXHBIX cpeAcTB ¢ Kaprounoro cuera Knuenra. B pe3ynbrare
Hapymenusa [IpaBun nonp3oBanus Kaproi, HEmpaBOMEpPHO MOJYYEHHbIE CBeJACHUA O PexBu3uTax
KapTel MOryT OBITH HCIONB30BaHbl MOIIEHHUKAMH JJIsi COBEPIIECHUS HECAHKIIMOHUPOBAHHBIX
Knuentom omnepanuii, [uisi M3rOTOBJIEHUS MOJAEIBHBIX KapT, YacTUYHO WM IOJHOCTBIO
UMUTHPYIOIINX MOJTMHHBIE, CJIEICTBUEM Yero SBIISIFOTCS (UHAHCOBbIE moTepu KinueHra.

1. OOmue npaBuja 06e30MACHOCTH

1.1. Ilpu nonyuenun HoBoM Kaptbl KimeHT 00si3aH mpocTaBUTH CBOIO MOJNUCH Ha 0OOPOTHOM
cropoHe KapTsl Ha nmosioce 1t moanucH (3a uckmouenueM Kaprtei-Opacnera).

1.2. Kiment o6s3an xpauutb B cekpere [IMH-kox (mepcoHanbHblil HIeHTH()UKAMOHHBI HOMED)
u PexBusutel Kaptsl (Homep KapTsl, cpok aeiictBusi, Ko npoBepku, ykazaHHbli Ha 000pOTHOM
ctopone Kaptel, nmubo mnpenocraBinenHslii Kimenty B Cucreme «uTepHer-bank» mnpu
opopmnennn Buptyansnoit Kaptsl / Lludposoit Kapter mu6o nmpenocraBnenHsie KineHnty B
[TNH-xonBepre npu Beigaue Kaptoi-Opaciiera), o1HOpa30Bble Napoiy, HarnpasisieMble baHkom
Ha Homep wmoOmneHOro tenepona / B MoOuinpHoe mnpuioxkenue KimeHta B memsx
JOTIOJTHUTEIbHOW MJACHTU(QHUKAMK TMpU COBEPUICHUM ONEepalii ¢ HCIOJIb30BAHUEM
PexBusuroB Kaptel B cetn MuTepHer. Knment Hukorna He noimkeH cooOmate [TMH-kox
TPETHUM JIUIaM, B TOM YHCJIE€ POJICTBEHHUKAM, 3HAKOMBIM, COTPYIHUKaM OaHKOB, KacCUpaM U
JuIaM, IIOMOrarIuM eMy B ucnoas3oBanun Kaprel. 3anpeniaercs 3anucsiBats [IMH-kox Ha
Kapre u xpanuts ero psamom c¢ Kaproit. 3anpemaercs 3anuceiBath [IMH-koq B mamsTh
MoOwiIbHOro TenedoHa O6e3 ero muppoBaHUs MM 0€3 YCTAaHOBIEHHSI COOTBETCTBYIOIIEH
6sokupoBkH TenedoHa. Hecobmonenne n1aHHOTO MpaBuia NpUBOAUT K ToMy, uTo 1o Kapre,
NOXMILEHHONH BMecTe ¢ TenedoHoM, comepxamum cBeaenuss o [IMH-konme, MomeHHUKH
MOJTy4YalOT MOJIHBIM OCTYT K JIeHeXHBIM cpeacTBam Kinenra.

1.3. Tlepemaua KapTs! st HCTIONTB30BaHMS TPETHUM JIMIIAM, B TOM YHCJIE POACTBEHHUKAM SIBIISICTCS
HapymenueM [IpaBun nonas3oBanus kapToil. Eciu HeoOxoaumo, 171 1oBepeHHbIX ul Kirenrta
MOXeT ObITh BhITTymieHa JlomomHuTenpHas Kapra. Mcnonb3oBate KapTy nmeeT npaBo TOIbKO
JMI0, UM KOToporo ykaszaHo Ha Kapre (3a uckmouenuem HesmbGoccupoBannoit Kaptel u
KapTtei-Opacnera, ums u pamuiius gepxaresnss Ha KOTOPbIX HE YKa3bIBAIOTCH).

1.4. 3anpemaercs npeaoCTaBIsATh HOCTOPOHHUM JIMIIAM CBEIEHUS O CBOMX IMEPCOHAIBHBIX JaHHBIX,
PexBusurtax Kaptel u (unm) [1IMH-kone, olHOpa30BbIX MapoJisix B OTBETaX Ha AJIEKTPOHHBIE
nUCbMa, SMS-COOOIIEHUS WJIM 3BOHKM, B KOTOPHIX OT HMeEHM baHka mnpennaraercs
MPEIOCTaBUTh TaKWe JaHHble. B cilydae COMHEHMI, YTO 3BOHOK WJIM COOOIIEHUE UCXOJAT U3
Banka, cregyer caMoCTOSTENILHO NEPE3BOHUTD 110 TenedoHy, ykazaHHOMY Ha obopoTe KapTs
B Enunyto ciyx0y noaaepxku KIMEHTOB.

1.5. B cayuae mocTymieHHus MOIIEHHUYECKHX SMS-coo0mienuii/Push-yBegomnenuii / paccbuiku mo
AJICKTPOHHOM MOYTE / COOOIIEHNI B COIMATBHBIX CETAX / MECCEHKEepax / MHTEPHET-CEpBUCAX
WIN 3BOHKA TPETHUX JIUI], B TOM YHCJIE MpeICTaBUBIINXCA paboTHUKaMu banka (Hampumep,
CTyOBbl 0€30MacHOCTH, CIYKObI TEXHHUYECKOW TOMICPKKA H T.IL.), TOOYXKTArOIINX
He3aMeUTMTENIBHO MPOBeCcTH AeiicTBusA ¢ KapToit / MoOHIBHBIM NPHIIOKEHHEM (HarIpuMep, 10
pasz0iokupoBke KapThel, oTMeHe TepeBOaa IEHEXKHBIX CPEACTB M T.I.) ITYTEM COOOIICHUS
koHpuaeHnuansHoi nndopmanuu (ITMH-kon, PexBusutsr KapThi),
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Knuenty 3anpemaercs:

® TIPEAOCTABIATH 3alpalinBaeMyI0 HHPOPMALIUIO;

® TPOBOAMTH JtOOBIe JeiicTBus/onepaiuu ¢ KapToil 1O HMHCTPYKIUSAM, IOTY4YEHHBIM
yKa3aHHBIMH CII0COOaMU;

e YyCTaHaBIMBAaTh INPHJIOXKEHHs, Mporpammbl yaaneHHoro pocryma (AnyDesk, AirDroid,
AirMore, TeamViewer u 1p.) 1o UHCTPYKIHMSM, TOTYICHHBIM YKa3aHHBIM CIIOCOOOM.
Kimenty cnenyer He3aMeUIMTENBHO:

e [pepBaTh OOILIEHHE C MOIIEHHUKAMHU (3aBEpIINUTh Tele(OHHBIN pa3roBop, HE OTBEYaTh Ha
sms-cooGrenus/Push-yBeqomienus/e-mail-paccbuiky / cooOIICHHS B COITHATBHBIX CETIX /
MECCEH]Kepax / UHTEPHET-CEPBUCAX );

e yBEIOMUTH baHK 0 ciyuuBHIeMcs.

B mensx uH(pOpManmoHHOTO B3aMMOACUCTBUS ¢ BaHKOM cliegyeT HCIONb30BaTh TOJBKO

PEKBU3UTBHl  CPEICTB CBA3M (MOOMJIBHBIX M  CTallMOHAPHBIX TeNePOHOB, (HAKCOB,

MHTEPAKTHUBHBIX MHTEPHET-CAHTOB, OOBIYHOM W AJIEKTPOHHOW IMOYTHI U Mp.), YKa3aHHBIX B

JIOKYMEHTaX, OJyYeHHBIX HerocpeacTBeHHO B banke, 1100 pasmemeHHbix Ha Caiite banka.

Knuent o6s3an mpoBepats Beinucky no KaprouHomy cyery, B KOTOPOHM yKa3bIBalOTCS

orepanuu 3a OTYETHBIH NEPHUOJ], HE peXe OAHOIO pa3a B MecsAl. B ciayuae oOHapyxeHUs

HOJO3PUTENBHBIX MM HEU3BECTHBIX omepanuii KimeHT o0s3aH HeMeUIEHHO COOOLIUTH 00

stoM B bank. bank Taxxke npenocrasnsier KimeHTy BO3MOMKHOCTH ONEPATHUBHO MOJIYYHUTb

uHpopMaLroo 00 OCTaTKe ICHEXKHbIX CpeACTB Ha cBoeM KaprouHom cuere, a Takxke o0

orepanusx, coBepiieHHbIX 1o Kaprounomy cuety, mytem oOpamenusi B Exunyro cimyxOy

NOIJEPIKKH KIIMEHTOB.

Jis TONOTHHUTENBHOM 0e30MacHOCTH M HE3aMEIIMTENBHOTO TONydeHHs] WHpopManuu 00

olepalusx, COBEpUIEHHbIX ¢ wucnoiub3oBanueM Kaptel (PexkBusuroB Kaptel), bank

MPEIOCTABIISIET BO3MOXKHOCTh M HACTOSITENIbHO peKoMeHyeT KiueHTy MoJkioyaTh yciayry

ABR-INFO.

bank npenocrasiser KilneHTy BO3MOKHOCTb U ITPAaBO yCTAaHOBUTH MHAWBHUIYAJIbHBIE 3HAYCHUS

JMMHUTOB 0€30M1aCHOCTH Ha IPOBEJCHHUE ONepaluil ¢ Ucroib3oBaHueM KapT 1o ero 3asBiIeHUI0

Knuenra npu nuynom obpaiienun B bank, B Cucreme «MuTepHeT-bank» (pu NOAKIIOUEHHH

Knuenrta x Cucreme) unu npu oOpamieHud B Enunyio cinyxOy NmoaIep>KKU KIMEHTOB I10

OJTHOMY M3 HOMEpOB Telle(OHOB, ykazaHHbIX Ha Caiite banka. MHpopmanus o pazmepe u BUugax

yCTaHaBJIMBAaeMbIX BaHKOM JUMHTOB 0€30MIaCHOCTH pa3Melnaercs Ha OoQUIMaIbHOM caiite

banka B cetn MHTepHeT mo aapecy Www.abr.ru. YcranosineHue KIHEHTOM MOBBIIICHHBIX

WH/IMBUYaJIbHBIX 3HaYeHUH JTMMUTOB 0€30IIaCHOCTH HECET MOBBIIIEHHBIN pUCK (PMHAHCOBBIX

noreps KineHta B ciyyae HECaHKIIMOHMPOBAHHOTO MCMONb30BaHUs KapTel mocTopoHHUMU

JUIAMH U UHBIX MOIIEHHUYECKHUX OIEparyii.

B cnywsae yrpatst Kapter um (umm) [IMH-xonma, Kommpomeranmu Kaptel, a Takxke

ucnons3oBanusi Kaptel/PexBuszutoB Kapter 0e3 cormacus Kimenra, Kiwment o0s3an

He3aMeJUIUTEIbHO YBEIOMHUTH 00 3TOM baHk 01HUM M3 clenyromux cnocoOoB:

e 110 HOMepaM TeeOoHOB, YKa3aHHBIM Ha 00paTHOM cropoHe KapTel, B TOM uncie:
+7 495 7211001 (xpyraocyTO4HO);
® 110 OJHOMY U3 HOMEpOB TeneGoHoB EQuHO# c1yXObI TOAEPIKKH KITMSHTOB, YKa3aHHBIX Ha
Caiire banka:
8 800 1001111 (xpyrnocyTouyHo);
8 812 3358500 (kpyriocyTovHO);

® [Ipu TUYHOM OOpaieHuu B baHk.

Heobxoaumo Bcersia umeTh TipHu cede KoHTaKkTHBIC Teneonsl banka. /o MoMeHTa oOpameHus
B bank KnueHT HeceT pHCK, CBS3aHHBIM ¢ HECAHKIIMOHHUPOBAHHBIM CIIMCAHUEM JICHEKHBIX
cpencts ¢ Kaprounoro cyera.

B ciyyae coBepiieHus MPOTHBOIIPABHBIX NEHCTBUHM mpoTuB KimeHTa ¢ IeNbl0 3aBlajeHUs
Kaproii, [IMH-konom, PexkBusutamu Kaptel, KnueHty cinenyer HezaMeTUTEIbHO OOPaTUTHCS
B OJIMDKAWIIMI OTAEN TOTULIHH.

KnueHT 00s3aH BHUMATEIHbHO OTHOCUTHCS K YCIOBHSIM XpaHEHHs M HCIOJIb30BaHuUs KapTsl,
MpeA0TBpaIaTh MEXaHHUECKOe, TEMIIEPATYPHOE 1 DJIEKTPOMarHuTHOE Bo3aeicTBue Ha Kapry,
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u30erath MoOMaJaHusl Ha Hee BJAru. 3ampemniaercs XpaHuTb KapTy psnomM ¢ MOOHIBHBIM

Tesne()OHOM, OBITOBOM M OPUCHOM TEXHUKOM.

bank umeer nmpaBo MPUOCTAHOBUTH WJIM MOJTHOCTBIO MPEKPATUTh JelicTBre KapTel B ciyuae

BO3HUKHOBEHMS 1oj03pennii B Komnpomeranuu Kaptel, BocctaHoBUTH AeiicTBre KapThl mpu

YCTpaHEHUH MPUYUH MPUOCTAHOBKHU €€ JCUCTBUS, a TakkKe yBeAOMUTh KiMeHTa B TeueHHE

1 (omHOTO) 1HA C MOMEHTa IPUOCTAHOBJICHMs (TpeKpaimieHus) aecTBus Kaprter 1o

uHUIMaTHBe baHka OTHUM W3 CIIEIYIONIUX CIIOCOOOB:

e IIyTeM yBEIOMJICHHUS 110 JII0OOMY HOMepY TenedoHa, npenocraiennomMy Kimentom banky;

e [yTeM HampaBlieHUs1 SMS-coobmenus mo Homepy MoOmibHOTO Tenedona;

e [IyTEeM HaNpaBJCHUS YBEAOMIICHUS MO aJPECy AIEKTPOHHOW IMOYTHI, MPEAOCTABICHHOMY
Knuentom banky;

® [yTeM HalpaBJieHUS] MTUCHbMEHHOI'O YBEIOMIICHHUS 3aKa3HbBIM IMHCbMOM;

e yBenomiieHueM, HampaBieHHbIM 1o Cucreme «Wutepner-bank» (mpu mMOAKIIOUYEHUN
Knuenra k Cucreme).

B nensx mpenorBpalieHuss BO3HUKHOBEHHUS (PUHAHCOBBIX moTepb y Kiumenta mpu Habope

HepepHoro [IMH-xkoma Tpu pasza mnonpsn aeuctBue KapTel NIpHOCTaHABIMBACTCS

(6mokupyetcs). Paz6nokuposars Kapry JlepikaTesib MOKET OJTHUM U3 CIEIYIOIIUX CIIOCOOO0B:

e 1o HoMepam TenedoHoB EmuHON CciayxkObl MONNEPKKH KIMEHTOB, YKa3aHHBIX Ha
ounmaneHoM caiite banka B cetn MHTEepHET 10 axpecy Www.abr.ru;

e 00paTHBIIKCH B JII000E moapa3aenenne banka.

IIpaBusa 6e3omacHocTH Npu coBepiienun onepaunii ¢ Kaproii B 6ankomare

Jlo coBepuieHus omepanuu clieAyeT oOpaTUTh BHUMAaHHWE HA BHEMIHUN BHJ OaHKOMaTa.
3ampelaercss coBepuIaTh ONEpalud IMpH OOHApYKEHHM JIIOOBIX BHEIIHUX IPU3HAKOB
HEUCHPAaBHOCTH OaHKOMaTa WM OOHapyXeHHHM pSAJOM C HUM WJIM Ha HEM MOCTOPOHHMX
YCTPOMCTB, HAKJIAIHBIX MTaHEJeH, THOPOAHBIX IPEAMETOB B (Ha) KAPTONPHUEMHHKE, KIIaBUATYpe
OaHKOMaTa, OTBEPCTUH JJIS BblIauu HaNWYHbIX. [Ipyn 0OHapyXeHNH MOCTOPOHHUX YCTPOMCTB
U TIPEIMETOB cieayeT cooOmmTh 00 3ToM B baHk 1o tenedony, ykazaHHOMY Ha OaHKOMaTe, U
BOCIIOJIb30BaThCS IPYTrUM OaHKOMAaTOM.

Ecnu Kapra He BcTaBnsieTcst B 0aHKOMAT, 3alpeniaeTcss IpUMEHITh GU3NYECKYIO CHITy YTOOBI
BcTaBUTh KapTy, cieayer Bo3aepkaThCsl OT UCIOIb30BaHUS TAKOro OaHKOMATa.

He cnenyer ucnonbs3oBath ycTpoicTBa, KoTophie TpeOyroT BBoja [IMH-koma nnst qoctyna B
MOMEILEHUE, T]Ie pacrnojokeH 6aHkomaT. CieayeT ucnoib30BaTh 0aHKOMAThl, yCTAHOBJICHHbBIE
B 0Oe30macHbIX MecTax (HampuMep, B TOCYAApCTBEHHBIX YUPEKACHUAX, MOJpPa3/IeIeHUsIX
0aHKOB, KPYIHBIX TOPrOBbIX KOMIUIEKCAX, FOCTUHUIIAX, a3pONOpTax U T.11.). Criexayer usderath
UCIOJIb30BaHUSI 0AHKOMATOB B IJIOXO OCBEIICHHBIX M OE3JII0THBIX MECTAaX.

B cinydae ecnu Oankomar paboTaeT HEKOPPEKTHO (HAampuUMeEp, JOJITO€ BpeMsl HAXOIUTCS B
peXUME OXHUIAHMS, CaMOIPOU3BOJIBHO IMepe3arpy’kaercsi), CleayeT OTKa3aTbCsi OT
UCIIOJIb30BaHUSI TAKOTO OaHKOMaTa, OTMEHHMTH TEKYIIYIO ONEpalfio, Ha)kaB Ha KiaBHaType
KHOIIKY «Ommena», n 1o)KaaTbcs Bo3Bpara KapTsl.

He nomyckaiiTe mMpUCYTCTBUS CTOPOHHMX JIMI| IIPU NpPOBEACHUU omnepauuu. [Ipym Hanuuum
YCTaHOBJIEHHBIX Ha OaHKOMAaTe CHEHabHBIX 3epKajl HaOII0eHUS BOCHOJIb3YHTECh UMU IS
CHIDKEHHSI pUCKa HECAaHKIIMOHWPOBAHHOTO HAOIIONEHUS] TPETHbUMHU JIMIIAMHU 32 IPOBEIEHUEM
Bamu oneparuu. Cneayer yOeauThCs B TOM, UTO JIFOJIM, CTOSIIIME PSAIOM ¢ Bamu, He uMeroT
BO3MOXxHOCTH yBUIeTh [IMH-Kk0 M cymMMy cHEUMaeMbIxX HanuyHbIX. [Ipu Habope I[TMH-koxa
Ha OaHKOMaTax, He OOOpYyIOBaHHBIX 3aKpbIBAIOUICH KJIaBUATYpy 3alllUTHOM IITOPKOH,
IIPUKPBIBANTE KIIABUATYPY PYKOM.

ITpu coBepuienun onepaunii ¢ KapToil 3ampemaercss pykoBOJICTBOBAaTbCSI COBETAMHU TPEThUX
aui. B ciydae BO3HMKHOBEHUS KaKUX-IH00 Mpo0seM IpU COBEPILIECHUHN ONepaluy (Harnpumep,
OaHkoMmart He Bo3BpaiaeT Kapry) cnenyer He3aMeIUTENbHO 00paTUThCsl B baHk o HoMepam
tenepoHoB EquHON  Ccy)OBlI TONIEPKKH  KIMEHTOB, OOBSCHUTH OOCTOSITENIHCTBA
MPOM3OLIEAIETO U CIIEA0BaTh HHCTPYKIMUAM paboTHUKA baHka.

Ecnu 6ankomat croponHero 6anka He Bo3BpamiaeT Kapty, To Knuenty cinenyer:
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e 10 TenedoHy, YKa3aHHOMY Ha OaHkomare, oOpaTUThCS B OaHK — Biajenen; OaHkoMaTa U
BBISICHUTH CPOKH U MOPSIIOK Bo3BpaTa KapTsr;

e 110 Tenedony EnunHou ciryx0bl moaiep KKy KIIMeHTOB 3a0mokupoBaTh Kapry, Tak kak Kapra,
HaxoJsmIasicst He Ha pykax ee Jlepkarens, He JOJKHa ObITh aKTUBHOM.

[lpu mpoBedeHHMH oOmepanud HE CIEAyeT OTXOIUTh OT OaHkoMmaTa. BozBpaméHHyio

6anxomarom Kapry cienyeTr HemeieHHO yOpaTh B CYMKY (KOIIETEK, KapMaH), OJTy4eHHbIE

HAJIMYHbIE JICHE)KHBIE CPENICTBA IEPECUUTaTh IOJMCTHO, yOpaTh WX, MOXKAATHCS BbIIAYU

KBUTAHLIUU IIPU €€ 3allpoce, U TOJIBKO MOCIIE 3TOr0 OTXOIUTh OT OaHKOMaTa.

He npoBoaute neiicTBuii B 0aHKOMAaTax 1Mo MHCTPYKLUSM, ITOJy4E€HHBIM 110 Tenedony. Beerna

YTOYHSITE MOJIYYEHHYI0 MH()OpPMAIHMIO TOJBKO MO TeledoHaM, yKa3aHHBIM Ha OOOpPOTHOM

cropone Kaptel unm no tenedoHy ciy>kObl TEXHUYECKOW TOICPKKH, yKkazaHHOMY Ha Caiite

banka.

CrnenyeTr cOXpaHATb pacleyaTaHHble OAHKOMATOM KBHUTAaHLMHU JJIs HOCIEAYIOUIEH CBEPKU

YKa3aHHBIX B HUX CyMM ¢ Beinuckoi no Kaprounomy cuery.

IIpaBuia GesonmacHoCcTH NMpH coBeplieHMU omnepanuii ¢ Kaproii B TOproBo-cepBUCHBIX
NpeanpusTASIX

Knuent o6s3an TpeboBaTh mpoBeieHus onepanuii ¢ ero KapToit Topko B CBOEM IPUCYTCTBHH.
OT0 HEOOXOJMMO B LENSIX CHM)KEHUS pUCKA HENPAaBOMEPHOI'O IOJYYEHUS MEPCOHAIbHBIX
JlaHHBIX, YKa3aHHbIX Ha Kapre, u Pexsusutos KapTsl.

ITpu ucnonp3oBanuu KapTel aJis omjaTsl TOBapOB U YCIYTI KacCUp MOXKET MOTpeOoBaTh OT
Hepxarens Kaptel moamucate uexk u (uiaum) BBectu [IMH-kox, mpeabsBUTH JTOKYMEHT,
ynocroBepsitouuii maHocTh. [Ipu Habope I[MIMH-koma criemyeT HpUKpBIBaTH KIaBHATYPY
pykoil. Ilepen moamucaHueM yeka ciefyeT 00sS3aTeNIbHO MPOBEPUTH CyMMY, YKa3aHHYIO Ha
Yyeke, a TMpu TMoJdydyeHuu SMS-cooOmeHus/Push-yBegomnenus, wuHbOpMHUpYIOMIIETO O
COBEPILEHHOM OIepaluy, IPOBEpUTh CyMMY (akTHueckoro crucanus ¢ Kaprounoro cuéra.
He ucnons3yiite Kapty B opranuzanusx TOproBild U YCIIYT, €CJIU TOProBasi TOUka U (Win) ee
IIEPCOHAII HE BBI3BIBAIOT Y Bac nosepusi.

B ciydae ecnu npu nonsITKe COBEpLIEHUs onepanuu ¢ KapToil nMena MecTo «HeyclelHas»
omepanysi, CIEIyeT COXPaHATh BBIJAHHBIA TEPMHHAIOM Y€K, CBUICTEIBCTBYIOIIMM O
HEYCIICIIIHOM 3aBEPILICHUN Ollepaluu, Ui MOCIEAYIOLENH IPOBEPKU OTCYTCTBUS YKa3aHHOU
onepauuu B Bemmucke no Kaprounomy cuery.

B 3aBucuMoOcTHM OT TEXHOJOIMM OIUIaThl U HacTpoek POS-repmuHana TOProBod TOYKU
ornepanuu OE€3HAIMYHOW OIUIaThl TOBApOB U YCIYT C MCIOJb30BAaHUEM KapThl MOTYT
npoBoauThea Oe3 moarBepxkaeHus (0e3 BBona IIMH-koma m 0Ge3 mpocTaBieHHs HOINHCH
Hepxatens KapTel B TOKyMeHTE, COCTaBI€HHOM IpU COBEPIICHHUU ONEpali) B paMKax
YCTAHOBJICHHBIX baHkOM 3HaueHuil JUMUTOB Oe3omacHocTH. KimeHToM Moryr OBITh
YCTaHOBJIEHBl MH/IMBUyaJbHbIE 3HAUEHUS JIUMUTOB 0€30IIaCHOCTH Ha MPOBEACHNE YKa3aHHBIX
orepaunuii, Ipy 3TOM IIPU YCTAHOBJIEHUY MTOBBIIEHHBIX 3HaUeHUI KIIMEHT HECeT MOBBIIIEHHBIN
pPUCK (UHAHCOBBIX NOTEPh B CiIydae HECAaHKLIHOHHUPOBAHHOTO UCIHOJIb30BaHUsl KapThl
[IOCTOPOHHUMU JIMI[aMH, B ClIy4ae MHBIX MOIICHHMYECKUX onepauuil. B nemax
MPEeIOTBPALICHUs] BO3HUKHOBEHMsS] (PUHAHCOBBIX moTeph Yy KimeHta npu mpoBeneHUU
onepauuii 6e3 moarBepkaeHus bank pexomenayetr KineHTy yCTaHOBUTH MHAWMBUIYallbHBIE
3HAYEHUS JINMUTOB 0€30IaCHOCTH C HYJIEBBIMU 3HAYCHUSIMH.

IIpu coBeplieHHMM oOmepanuy CHATHS HAJIWYHBIX JEHEXHBIX cpeAcTB B POS-tepmunane
OJIHOBPEMEHHO C orepalueii 6e3HaIMYHON OIUIaThl TOBAPOB U YCIYT € UCIONIb30oBaHuEM KapTbl
tpebyetcs oz [IMH-kona.

IIpaBuiia 6e30mMacHOCTH NPHU coBepleHUN onepauunidi no Kaprounomy cuery 4epes ceTb
HNurepuer

[Ipu coBepuiennu onepanuii mo Kaprounomy cuery uepe3 cetb MHTEpHET CylIecTBYeT pUCK
MOJIy4YeHUs MOIICHHUKAaMHM TEepCOHANbHBIX JaHHbIX KiueHta (B TOM uMcie mnapolsiei,
PexBuzuroB Kaptel u KaprouHoro cuera), B TOM yucIIe:
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® IyTeM pPACCBUIKM 3JCKTPOHHBIX NMHUCEM U COOOINEHHH OT MMEHHM OaHKOB, MOIMYJSPHBIX
OpeHoB, pasnuyHbiXx cepBucoB (Rambler, Mail.ru) wim BHYTpH COIMaNbHBIX CETCH ¢
TpeGOBaHI/IeM BBECTHU JII/I60 NOATBCPAUTL CBOH NECPCOHAIBHBIC JAHHBIC IO/ PA3JIMYHBIMU
[peJIoraMu;

e C IIOMOIIBIO CHEIHATBHBIX BPEIOHOCHBIX MPOrpaMM (BUPYCOB), KOTOPbIE IMO3BOJISIOT
HOJIYYHTH JOCTYIT KO BCEeH HH(POPMAIIUK, BBOJAUMOM B KOMITBIOTED.

C 1ebI0 CHIDKCHHS TAKUX PHCKOB 3aIPEIacTCs:

® CJIEIOBATh MO CCHUIKAM, YKa3aHHBIM B MOJOOHBIX AJICKTPOHHBIX MHCHbMAaX U COOOIICHUSX
(Bxtouas ccbutky Ha Caiit banka), Tak Kak OHM MOTYT BECTH Ha CAMThI-TBOMHUKH;

e coobmats [TMH-kox yepe3 cets MHTEpHET;

e coo0IaTh CBOM MepcoHaNbHbIe AaHHble Wik uHpopMmaiuio o Kapre (Kaprounom cuerte)
yepe3 ceTb HTepHeT, HanpuMep, mapoiu JoCcTyma K pecypcam banka, KpeuTHbIE TUMUTHI,
HCTOPHIO OTepaluii, IepcoHalIbHbIE TaHHBIC,

e coBepuIaTh ONEPALUU C UYyKOTO KOMIIBIOTEPA.

KrnuenT 06s13aH yCTaHOBUTH Ha CBOM KOMITBIOTEP aHTUBUPYCHOE ITPOrpaMMHOE oOecriedeHne u

PETYJSIPHO TPOU3BOJIUTH €ro OOHOBICHWE © OOHOBIIGHWE JPYTHX HCIIOJIb3yEeMbIX

MPOrPaMMHBIX MPOAYKTOB (OMEPAIMOHHOM CUCTEMBI U IPUKIIATHBIX IPOTPAMM).

Kiment 00s3aH HACTPOWTH OIEPANMOHHYIO CHCTEMY Ha CBOEM KOMIIBIOTEPE TaK, YTOOBI

o0OecreunBalIUCh OCHOBHBIE TMpaBHJIa 0€30MacHOCTH paboThl B CETH U COOJIOAAIUCH

pekomennanun banka 1o 0e30mMacHOMY COBEPIICHHIO ONepanuii ¢ OaHKOBCKOW KapTOW,
pa3menieHubie Ha Caiite baHka.

C 1enpi0 MUHMMH3ALIUA PUCKOB, CBSI3aHHBIX C MPOBEACHUEM HENPABOMEPHBIX Olepaluil mo

Kaprounomy cuery, s coBepiieHus omepauuid B cetu MutepHer bank mpenocraBisieT

BO3MO>KHOCTh U HACTOSITEIbBHO PEKOMEH/TYET:

e 6o ucnons3zoBarh Kapry ¢ ornenbHbM KapTOuHBIM CUETOM, OTKPBITYIO TOJBKO MJIS
COBEpIIEHHUs onepanuii B cetu MHTepHeT, 1 He pa3memars Ha TakoM KaprouHom cuere
JICHE)KHBIE CPEICTBA B CyMME, 3HAQUMTEIBHO INPEBBILAIOLIENH CyMMY NpPEANojaracMon
oreparuu;

e 1100 opopmuth [ononuurensHyto Kapty k cBoemy KaprouHoMy cdeTy U yCTaHOBUTH IO
takoil Kapre wuHIuBUAyanbHBIE 3HAYEHHMS JHMMUTOB O€30MACHOCTH Ha MpPOBEIECHUE
onepanuu.

s coBepuieHust onepauuii yepe3 MutepHer KimeHT 00s13aH MOIb30BaThCS 3alMIEHHOM

Bepcueit nporokosia HTTP Opayzepa. BykBa «s» mocne «http» B CTpoke MHTEpHET-aapeca

o3HauaeT, 4to Bam Opay3ep paboTaer B 0€30MacHOM peXHME, HPU ITOM HCIOJIB3YyeTCs

npoTtokoil SSL, uTo mpenoTBpalaeT nepexsar HHPpopMalum, nepeaHHond Bamu no kananam

WNHurepHera.

[Ipu ocymectBiaenun omnepaunii Kivent o0s3an monb3oBaThest VIHTepHET cailTaMu TOJIBKO

M3BECTHBIX U IIPOBEPEHHBIX OpPraHU3aluii TOPTOBIH U yCIIYT.

Knuent o0s3aH yOenuThCsi B TNpaBMWIIBHOCTU ajapeca MHTepHeT caiiTa, K KOTOPOMY

MOJIKJIIOYAETCSl U Ha KOTOPOM COOMpaeTcsi COBEPUINTh ONepaliy, TaKk Kak MOXO0XKHUe ajpeca

(to0aByeHBl JIOTONHUTENBHBIE OYKBBI M CHMBOJIBI B azapec MHTepHeT caiiTa) MOryT

WCITOJIB30BAThCA JUIS1 OCYLIECTBICHUS HEITPABOMEPHBIX JEHCTBUN.

Ilepen coBepuienuem omepauuu KinmeHT 00s3aH  y3HaTh Oojbiie HHQOpManuu 00

WNHTepHeT-marasuHe:

® [pOYUTaTh OINYOJIMKOBaHHBIE Ha calTe MpaBuja padoThl ¢ HMH(OpManUel JIUYHOTO
xapakrepa. OOpatutrh BHHMMaHME€ Ha Mepbl obecriedyeHus HTepHeT-MarazuHom
MH(POPMALMOHHOM 0€30MacHOCTH;

e yOenuThCs B TOM, YTO VIHTepHEeT-Mara3uH UCMOJb3yeT MOATBEPKAEHHBIN cepTuuKat s
obecrieuenuss ~ wHGOpPMAIMOHHOW  Oe3omacHocTh.  JKemaTreapHO — MOATBEPIKICHUE
cepTHU(UKaATa TMOAIMHHOCTH OJHUM U3 BCEMHUPHBIX JOBEPEHHBIX CEPTH(PHUKAIMOHHBIX
areHTCTB, Hampumep, http://www.verisign.com/ niwm http://www.globalsign.com/;

e yOemuThcsi B Hanmuuu y  VHTepHer-marazuHa — (akTH4eCcKoro  ajapeca Hu
3apeTUCTPUPOBAHHOTO IOPUANYECKOTO JIUIA, 3TU JTaHHBIE TOJDKHBI OBITh YKa3aHbI Ha caiiTe;
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® O3HAKOMUTBLCS C YCJIOBHUSIMU MOCTAaBKM TOBapa W MpaBWJIaMU €r0 BO3BpaTa, MpPaBHIAMU
MIPEIOCTABIICHUS YCIYTH, B TOM YHCIIE O AOMOJHUTENbHBIX cOOpax;
® TIPOBEPHUTH, €CTh JHU Ha caiiTe MHTepHeT-marazuHa QopyM, Ilie MOCETUTENH OCTABIISIOT
0T3bIBbl. O3HAKOMHUTHCS C OT3bIBAMH O Mara3uHe Ha MHBIX caiTax ceTu IHTepHeT.
He crnenmyer crnemoBaTh 1O CChUIKAaM, YKa3aHHBIM B COOOIIEHUSX (SMS-COOOIICHHSIX,
JJIEKTPOHHBIX COOOUICHHSX, MHCbMAaX M IIp.), MOJYYEHHBIX OT HE3HAKOMBIX JIMIL, JIs
COBEpILEHHSI ONEPaIlUH OIUIATHI HA CaiiTax OOBSIBICHHI, B COIIMATIBHBIX CETSIX U MHBIX calTax
cetu HTEpHET, MECCeHIKepax, MPUIIOKEHUIX U IIP.
Knmnent 06s13a0 coxpaHsTh KOH(UACHIIMAIEHOCTD CBOETO MAPOJIs U IEPUOANIECKA MEHSTB €r0.
3amperiaercs COXpaHsATh B CUCTEME MapoJId M COOOIIATh CBOM IMapOJ, UCHOIb3yeMble IS
BXOJa Ha calT MHTepHeT-MarasuHa, TPETbUM JiMlaM. baHK pEKOMEHIYET HE MCIOJIb30BaTh
IPOCTO BBIUMCISIEMbIE Maposid (HampuMmep, AaTra poXkAeHUs, HoMmepa TeiaedoHa), a TaKKe
MCII0JIb30BaTh OJAMHAKOBBIN MAapoJIb 1)1 IHTepHEeT-Mara3nHoB, CBOEH MOYTHI U IPYTUX CUCTEM.
B uensix mnoBbliieHHss O€30MaCHOCTH MPOBOJUMBIX B cetd MHTepHeT omepauuil ¢
HCIIOJIb30BAHUEM DPEKBU3HUTOB KapT IUIATEKHOW cucteMbl «Mup», baHkOM IpumeHsercs
texHosorus Mir Accept (3D-Secure). Micnionb30Banre qaHHOW TEXHOJIOTHH M03BoJIsieT baHky
OCYILIECTBIISITh  JIOTIOJIHUTENbHYIO WAeHTH(QUKanuio KineHTa mocpencTBOM TPOBEPKH
BBOAMMOro KiMEeHTOM OJHOpPa30BOrO Mapoisi, MOCTYHAIOMIEr0 B BHAE SMS-COOOIIEHUS Ha
3aperucTpupoBanHbiii B banke Homep mobmibpHOTO Tenedona Kimmenra / Push-yBenomenus,
npu  coBepuieHHHM  omepanuu. banku, oOciyxuBatouie VHTepHEeT-MarasuHel U
noiepkuBatonue Textosioruto Mir Accept (3D-Secure), kak mpaBuiio, pa3MemaT Ha CBOEM
caiite morotun MirAccept. Eciau texnonorus 3D-Secure He mojaepkuBaeTcs OaHKOM,
oOciyxuBatomuM MHTepHET-Mara3us, oneparys IpOBOAUTCS B OOBIYHOM peXuMe 0e3 BBOJA
JonojgHuTenpHOro mnaposs. Ilo oTaenbHbBIM omepauusM, onpeneraeHHbIM baHkoM U
AO «HCIIK» B pamkax npumeHseMoil TexHosioruu Mir Accept HepuckoBaHHbIMU, baHnkoM
MOTYT He HapaBIsATHCS OJIHOPa30Bbie maponu Ha Homepa MoOunsHbIx TenedoHoB KineHTos.
IIpu coBepuienuu omnepanuu yepe3 HMurepHer KimeHT o00s3aH BHHUMATENbHO YHTATh
coo0l1leHre ¢ OJHOPa30BbIM aposieM, HarpaBieHHoe bankom. Ilepen BBOJoM 01HOPa30BOIo
napostst KinueHt 06s13aH yOoeAuThCsI, 4TO CyMMa M HAMMEHOBAaHUE Mara3uHa B SMS-COOOIIEeHNN
COBIIQJAIOT C CYMMOM OIlepalMy U Ha3BaHUEM MarasnHa, rae KiimeHTt coBepiiaer onepanuro.
[Ipu coBepuienun omnepauuii yepe3 VHTepHET He cieayeT OTKa3bIBaThbCs OT yeka. MarasuH
00s3aH BbAaTh 4ek KimeHTy. DNeKTpOHHBIM Y€K NMpUpaBHUBAETCd K OyMa)XHOMY, UMEET
IOPUINYECKYIO CHITY U SIBJIIETCS TTOJIHOLEHHBIM IOKYMEHTOM, TOATBEPKIAIOIIUM COBEPILICHUE
OIEpPALINH.

ITosnyuenne/cmena IIMH-kona n akruBanust Kaprel B Cucreme «AaTepuer-bank»
Knuent moxet nonyuuts [IMH-kxoxa o HoBoit (HeakTuBHOI) Kapte B Cucreme
«nTepuer-bank» 1 MoOMIBHOM MPUIIOKEHUN TTyTEM:

e camocrosTenbHoro ycraHosiaenus [IMH-kona ¢ ucnosnbp3oBanueM QyHKIUN «Y CTaHOBUTH
[TNH-k01 caMOCTOSITENBHOY.
Hoserit [IMH-ko nomkeH cocTaBisaTh o0bie yersbipe mudpsl. [Ipu co3nanuu [TMH-kona
cnenyeT m3berath MpOCThIX KoMmOuHanmii umcen (Hampumep, «0000», «1234», «5555»).
[TMH-kox He AOKEH coAepkKaTh BO3PACTAIOIIYIO MIIM YOBIBAIOIIYIO MOCIEI0BATENbHOCTD
gyucen (Hampumep, «1234», «4321»). He pexomeHnayercs HUCHOIB30BaTh B KauecTBE
IINH-kona naty poxaeHus.

e reHepanuu ciaydaiHbix nugp Cucremoir «MHTepHET-baHK» ¢ HCHoOIb30BaHUEM (YHKIMU
«ITpouszBosbHbIi [TMH-kO1».

[Tomyuenue [TMH-koma Heobxoaumo nmoareepauts [1D11 Knnenra.

Hogas (neaktuBHast) Kapra aBToMatudecku aktuBupyercs npu noayuenuu [IMH-kona, 3a

uckimouenrnem Heamb6occuporannoit Kapter (B Tom unciie Kapter COI'A3) / KapTbl-

OpacrneTa, akTUBaIMsI KOTOPBIX HE TpeOyeTcs.

[Tocne monmyuenmst [IMH-koma mo Kapre (3a uckmouenuem I[ludposoii kaptel) KnmeHnty

HeoO0XxoauMo akTuBHpoBaTh monydeHHbI [IMH-kon, coBepmuB omepainuio B OaHKoMmare

banka / croponnero 6anka (Hampumep, 3anpoc 6ananca mo Kapre).
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Knuent taxxe MmoxeT aktuBupoBath Kapry 6e3 ycranosnenus [IMH-kona, ncnons3ys
OTJIENbHYIO (DYHKIINIO «AKTUBUPOBATH KAPTY».

B teuenue cpoka neiictBusa Kaptel KineHTy npenocTaBiisieTcsi BO3MOXKHOCTh CMEHUTD
[MNH-kox k neiictByromeit Kapre ¢ ucnons3zoBannem Cucremsl «MHTepHeT-bank» criocobom
U B TIOPsIIKE, IpeycMoTpeHHbIMU T1.11. 5.1 — 5.2, 5.4 [IpaBun nons3oBanus kaproii. Kapra
JOJKHA OBITh aKTUBHA, TO €CTh HE 3a0J0KUpOBaHa, ee IeHCTBHE HEe MPHOCTAHOBIICHO.
B3umanne KOMHCCHOHHOTO BO3HArPa)X/ICHUS 32 OKa3aHUE YCIYTU MOTyYeHHs/CMEHBI
[TNH-koxa B Cucteme «MuTtepuer-banky ycranaBnusaercs Tapudamu.

Hoayuyenune IIMH-kona ¢ ucnoan3zoBannem Cucrembl IVR n akruBanus Kaprel

ITpu orcyrcrBun Bo3moxHoctu nosydeHus: [IMH-kona nocpencrBom Cucremsl «MHTEpHET-
bank» (HeT nocTyna B MHTEPHET, ycTapeBlIas MOJelb MOOMIBHOro TenedoHa u ap.) Kiuenr
MOXeET 00paTuThCst B Enunyto ciyx0y moaaepKku KiueHToB uist noiaydenus [IMH-kona. [pu
obpamennn Knuenra/Jlepkarens (3BOHOK pEKOMEH/YeTCsl OCYIIECTBIATh Ha TPETUil pabounii
JeHb Tocie moxydeHus: HoBod Kaptel, oGs3atensHo ¢ Homepa moOumnmpHOTO Tenedona,
KOTOpbIi Obl1 ykazaH Knuentom B 3asBienuun) B Eaunyro ciyx0y HOJAEP)KKH KIMEHTOB
IPOBOJUTCS €ro HISHTU(UKALUS 110 CIEAYIOIINUM JTaHHBIM:

e nocneanue 4 uudpsl Kapter u ®UO [lepxarens;

e HOMep MOOWIBHOTrO Tesne(oHa, YKa3aHHbIN B 3asBICHUN;

® KOJOBOE CJIOBO;

® JIaHHBIC JIOKYMEHTA, yI0OCTOBEPSIONIETo IMYHOCTh Kinenra/lepxarerns.

[Tocne unentudukanuu ocyuectisercs nepesoq B Cucremy IVR, B koTopoii mocpenctsom
rOJIOCOBBIX MH(OPMALIMOHHBIX coo0meHuii npenocrasmusercs [IMH-kox.

B cnydae ecnu npu BBojie 3anpamuBaemMbix Cructemoit [IVR nannbsix Knuenrom/Jlep:xarenem
Obuta nomymiena ommnoka, Cucrema [VR mpennaraer BBectu nansble emie pa3 (He Ooee 1ByX
MOBTOPHBIX 3aIIPOCOB).

[Tocne monyuenust [IMH-koma Knuenty//lepxkatento HeoOxonuMo aktuBupoBaTh Kapty u
nonydeHnslii [IMH-kon, coBepmmB omepauuto B Oankomare banka / cTopoHHero OaHka
(manmpumep, 3anpoc 6ananca o Kapre), 3a uckmouennem Heamboccupoannoit Kaptsl (B ToM
yucie Kaptet COI'A3) / Kaptei-Opaciera, akTUBalMiO KOTOpoi ocymiecTBiser bank mocie
Bbiiaun [epxkaremto, u LludpoBoii kapThl.

B teuenue cpoka aeiictBus Kaptel Knuenry//lepxatento mpenoctaBisieTcss BO3MOXKHOCTb
noBTopHo nonyunuts [IMH-kox x neiictByromelr Kapre ¢ ucnonszoBanuem Cucremsr [VR
(KapTa nomxHa ObITh aKTUBHA, TO €CTh HE 3a0JIOKMPOBaHa, €€ IeHCTBHE HE IPUOCTAHOBIIEHO).
B3nMaHne KOMHCCHOHHOTO BO3HArpa)<JAcHUs 3a OKa3aHWE JAHHOW YCIYyTH YCTaHABIIMBACTCS
Tapudamu.

IMpaBuia 6e3omacHocTH npu ucnoab3oBanun Mir Pay, Tokena

7.1. Jlepkarens 00s13aH COOIOAATH CIEAYIONINE TPaBHIa IO 6€30MacCHOCTH U KOH(PHUACHIINATHHOCTH

npu pabote ¢ Mir Pay/Tokenom:

® HCKIIIOYUTH Ieperady TpeTbuM JuiamM MoOUIBHOrO YCTpONCTBA, B MaMsITH KOTOPOTO
XpaHsTcs qaHHbie TOKeHa, a Takke napoiis goctyna k Mir Pay;

e B ciyyae yrparbl MOOMIIBHBIX YCTPOUCTB, B TAMATH KOTOPBIX COXPAaHEHBI JaHHbIe TOKEHOB,
a taxoke B cinyyasx Kommpomeranuu Tokena HezamemmurensHo WH(popMupoBaTh baHk 1o
TenedoHaM KpyriiocyTouHoi EnuHOMN ciry>kKObI MOJIEP’KKU KITMEHTOB C LENbI0 OJIOKHPOBKU
Tokena u mpenoTBpaleHNs] HECAHKIIMOHUPOBAHHOTO MPOBEICHUS OTepaluii;

e mus Bxoma B Mir Pay He HCOIb30BaTh BHEIIHHE CCHUIKH C JPYTHX PECYpPCOB, BXO[
OCYIIECTBIISICTCS TOJNBKO uepe3 HMKOHKY Mir Pay, ycraHoBieHHOro Ha MoOOHIBHOM
YCTPOMCTBE;

e He coO0IIaTh TPETbUM JMLaAM, Aaxe paboTHHkam banka, cBom maponu, Kon mposepkw,
Komoseie croBa, a Takxke OHOpa30BBIC KOJIBI, MOCTyNaronme Ha MoOUIbHOE YCTPOUCTBO;

e p30erath Ha cBoeM MOOUIIEHOM yCTPOMCTBE HACTPOEK THIIA «rooty U «jailbreak» miam mHOTO
B3JIOMa ONEPALIMOHHON CUCTEMBI;

® JCIIONB30BaTh TOJIBKO O¢uimanbHeie Bepcuu Mir Pay, pasmeniennsie B Pemosutopun
Google Play;



e ycTaHaBIMBaTh HAa MOOHIBHOE YCTPOWCTBO M UCIIOJIL30BATh aKTyaIbHYIO Bepcuto Mir Pay;

e o0ecrieuynBaTh COOTBETCTBYIOIIMN YpOBEHb 0€30MacHOCTH Ha MOOWJIBHOM YCTpOWCTBE,
UCTOJb3Yysl aHTUBHUPYCHOE MpOrpaMMHOE obecnieueHue (MpU HAIMYUM I TaHHOTO THIIA
MoOGHIIBHOTO YCTPOICTBA), a TAKXKE PErYJISIPHO IPOBOIUTH €r0 OOHOBIICHUE;

e 11pu cmeHe Homepa moGuibHOro Tenedona ooparutecs B bauk;

® HEe MEepeXOAUTh MO CChUIKaM, HalpaBiisieMblM Ha MoOOMIBHOE yCTpOICTBO, HA KOTOPOM
yctanoBiieHo Mir Pay;

® IIPOBEPATH PEKBU3MUTHI Orepaluii B SMs-coodmmenusx/Push-ysenomnennsx ot banka;

® He OCTaBIsATh MOOMIBHOE YCTPOUCTBO O€3 MPUCMOTPA;

e 00ecreuynTh COOTBETCTBYIOIIMN YpOBEHb Oe30macHOCTH Ha MOOHIBHOM YCTpPOWCTBE,
UCHOJb3ys CpelIcTBa ayTeHTU(UKALMU, BCTPOEHHbIE B MOOMIBHOE YCTPOMCTBO U
npeJyiaraeMble IpOBaiIEpOM COTOBOM CBS3H;

® IPOBOJIUTH MPOBEPKY MOOHMIBHOTO YCTpPOMCTBA Ha MPEAMET OTCYTCTBUS PETHCTpAIUd
CpeACTB ayTeHTU(UKALIUN TPETHUX JIUII,

e He pasriialiaTh TPETHUM JIMIIaM COOCTBEHHBIE CPEICTBA ayTeHTHU(UKAUN Ha MOOHILHOM
YCTPOICTBE, ABJISIOIUECS KOH(UACHINAIbHOW HHPOpMaLneH;

® yIAINTh BCE JIMYHBIC JaHHbIE, (UHAHCOBYIO HHGpopMmanuio U TokeHbl ¢ MoOOUIBHOIrO
YCTPOHCTBA, MCIIOJIB30BAHHE KOTOPOTO MPEKPAICHO, WIN MPH HEOOXOJUMOCTH Teperadn
YCTPOICTBA B OpPraHU3alNI0, OCYIIECTBIIAIONIYIO PEMOHT;

e 00paTuThCs B KpyriocyTounyro Eaunyro ciayxOy noaiep>Kku KJIMEHTOB He3aMeAIUTENbHO,
B Clly4ae HOJO3PEHHUIl Ha J1000€ HECAaHKIMOHHPOBAHHOE HCIIOJIb30BaHHE MOOHIBHOTO
YCTPOMCTBAa WM Pa3MEIIEHHOI0 B IUIATEKHOM HpUiIokeHHH TokeHa, a Takke B cilydae
yTpaTel MOOMIBHOTO YCTPOWCTBA;

e He OJIOKMpOBaTh JIOObIE (YHKIMKM O€30MacHOCTH, IMPEIyCMOTpPeHHbIE Ha MOOMIIBHBIX
YCTPOICTBAX B LIEJAX 3alIUThl TOKeHa;

e 1cnonb30Bath Mir Pay, moakir04asch TOIBKO K IPOBEPEHHBIM HCTOYHUKAM ceTu VHTepHeT,
He ucnosb3oBath Mir Pay npu moakItoYeHr: K OECIIPOBOTHBIM CETSM OOIIEro AOCTYIIA.

7.2. Jlepxatenb 00s13aH coOII0AATh MpaBuiia OE30MaCHOCTH MPU OE3HATMYHON OIjlaTe TOBApOB U

YCIIYT C UCTIOJh30BaHNEM TOKeHa, YCTaHOBJICHHBIC B T1. 3 HacTOSAIIHX [IpaBuir.



