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&= sAHK POCCHS

Oo0s3aTeancTBa Kimenrta

IO BBINMMOJTHEHHU IO ITPAaBUJI O0e3omacHoi paGOTBI NpH UCII0JIB30BaHUM KJHEHTCKOM 4acTH

B

Cucrems1 1IBO

cootBercTBuu ¢ JloroBopom JIBO KiueHT moarBepikmaer, 4To A oOecredeHUs

Oe3omacHol paboThl B KieHTCKO# yactu Cuctemsl JIBO o0s3yeTcs:

]

00eCTeYnTh 3alIUTy OT HECAaHKIIMOHMPOBAHHOTO jaoctymna K KimeHtckomy pabouemy
mecty (APM Kinuenta), 3aliuTy OT HECAHKLIMOHUPOBAHHOI'O JOCTYIA U COXPAHHOCTb
Kimtoueit OII, JlorunoB u Ilaponeir nns Bxoma B Cucremy JIBO, 3amury ot
HECAHKIIMOHMPOBAHHOIO J0CTyna K MOOMJIBHOMY YCTPOWCTBY € aKTHMBHPOBAHHBIM
MoobusnbHbIM Tipuiioxkennem PayControl 1 MoOuinbHbIM npuiioxkeHueM baHka, 3aiuTy
OT HecaHKUMOHMpoBaHHOro aocryna B Cucremy JIbO npu ucnons3oBanuu Kanana
J0CTyIa «MHTEerpanMOHHBINA Kimmenrt-bank, a TaKxe 3aIIUTy oT
HECAHKIIMOHMPOBAHHOTO JOCTYNA K JIpyroil KoH(uAeHIMaIbHOW HH(POPMAaLIUY;
HEe3aMeUINTEIbHO MH(POPMUPOBAaTh baHK JI00OBIM JOCTYHNHBIM CHOCOOOM 000 Bcex
cllyyasix HEBO3MOXKHOCTH paciiu¢ppoBku DI, oTpuLaTeNbHOrO pe3yibTara MPOBEPKH
noymHHOCTH DI, HemTarHo# padoTsl Cuctemsl 1BO, Henonmy4yenns nHOOPMAITMOHHBIX
coob1enuii banka;

COOJIIOIaTh CIEAYIOIINE OPraHN3alMOHHBIC MEPHI:

TpeodoBanust k coxpanHoctu IlapoJisi:

— Ilaposb BEIOMpaeTCs CaMOCTOSATENBHO;

— eciu Ilaposnp 3amucan Ha Oymare, TO XpaHHUTCS B MecTe, HEIOCTYIIHOM s
HEYNOJIHOMOUYEHHBIX  JIML,  PEKOMEHJYETCS  HCIIOJIb30BaTh  HaAEXHbBIE
METAJINYECKHE XPAHUIIUINA, 000pYI0BaHHbBIE BHYTPEHHUMH 3aMKaMH;

— 3anpenieHo 3anuckiBath [laposib Ha CHEMHBIN HOCUTENb, MOHUTOP, KJIaBUATYpy U
np.;

— Ilaponp nomkeH coiepaTh HE MEHee 8 pa3IMYHbIX CUMBOJIOB (OyKBbI, TUGPHI,
00JIBIIION / MaJIbIil PETUCTP, CHELICUMBOJIBI);

— B kauectBe [lapons He nomkHBI ObITh Hcnonb3oBanbl: UHH u npyrue pekBU3uTHI
Knuenra, wumeHa U ¢aMuIMHM, [OCIEIOBATE€IbHOCTH, COCTOAILINE U3
MTOBTOPSIFOIIUXCS WM OAHUX UG (B TOM YKciIe HOMepa TeaedOHOB, MaMsITHBIE
JaThl, HOMEpa aBTOMOOMJIEH U Mpoyee, 4TO MOKHO CBsA3aTh ¢ KimeHtrom);

— npu Komnpomerauun / momo3penun Ha Kommpomeramuto Ilapons cruenyer
He3aMeUTUTENbHO YBEIOMHUTD 00 3ToM baHk B cooTBeTcTBUM ¢ pa3aenom [lopsok
neiictBuil npu Komnpomeranuu / nogozpennn Ha Kommnpomeranuio HaCcTOSILIETO
[Ipunoxenus;

— pekoMmeHayemas IepUOAMYHOCTh CMEHBI Mapoiid — He pexxe 1 (ogHoro) pasza B 3
(Tpu) MecsIa.

IIpaBusa xpaneHus1 ¥ ucnoJb3oBanus KiiroueBbIX HOcUTEJ 1€l :

— s xpanenust USB-TokeHOB  HEOOXOIMMO — HCIIONB30BaTh  HAIEKHBIE
METANIMYECKUE XPaHWINIA, OOOpYyIOBaHHBIC BHYTPCHHMMH 3aMKaMH, JUIS
HCKJIIOYEHUSI  BO3MOXKHOCTH  HECAaHKIIMOHUPOBAHHOIO  JIOCTyHna K  HUM
HEYITOJTHOMOYEHHBIX JIMII;



]

3ampeniaeTcsa U3BJIeKaTh U3 XpaHwiuia Hocutenu ¢ Kmrouamu DI, ecnu oHu He
HCTIONB3YIOTCs Tl paboThl ¢ Cuctemoii [1BO;

HuKorna He mepemaBarh Koroum OI1 TpeTbuM JHiaM Uil TPOBEPKU PaOOTHI
Cucrembl JIBO, mpoBepku HacTpoek B3aumojaeicTtBus ¢ bankom u 1.m. Ilpum
HE00XO0AMMOCTH TaKUX MIPOBEPOK YTOTHOMOYEHHOE U0 KineHTa JomKHO THYHO
MOJKIIIOUUTh HOCUTENb K paboyeil cTaHIMH, yOeAUTHCS, YTO MapoJib JOCTyHa K
kimouy BBoauTcs B untepdeiic Cucremsl JIBO, u muuno BBectH [laposns, uckmouas
BO3MOXHOCTh ero Komnpomeranuu;

3ampenaercs nepenaBaTh KilodeBble HOCHUTENN TPETbUM JIMIAM, OCTABISTH Oe3
MPUCMOTpPA, a Takxke (MpeIlpPUHUMATh TOMBITKK 10 MPOBEACHUIO 3aIHCH)
3anuceiBaTh Ha USB-TokeH mocTopoHHI00 HHOpMaIIo;

3aIperlaercs CHATUE HECAHKIIMOHMPOBAaHHBIX Konuii ¢ KirtoueBoro Hocurens;
npu Kommpomeranmu / momo3penun Ha Kommpomeranuio cpeibl HCIIOIHEHHS
(HayMure B KOMITBIOTEPE BPEJOHOCHBIX MMPOTPaMM), a TAK)Ke aTpUOYTOB 1OCTyIa K
MobunsHOoMy ycTpoiictBy (Jlorun, Ilapons, rpaduueckuii kimou, PIN-konx u T.1.)
CIIeyeT He3aMEeIITUTENIFHO YBEIOMHUTh 00 3TOM baHK B COOTBETCTBUU C pa3eiioM
[Topsanox nevictBuii mpu Kommpomeranuu / mopo3penun Ha Kommpomeraruio
Hacrosuiero Ipuioxenus;

mo TpeboBaHUIO pabOTHHKA TexHHuYeckoi moaaepxxkku Cuctemsl JIBO B ciydae
nono3peHuss Ha KoMrpomeTanuio BBIMOJIHUTH aHTUBUPYCHYIO MpoBepky APM
Kimenra;

OKa3bIBaTh cojieiicTBUe baHky B ycTaHOBIEHHH (PaKTOB HECAHKIIMOHUPOBAHHOTO
nocryna k Cucreme J[bO u Komnpomeranuu. O6ecnieunBath J0CTYN paOOTHUKOB
banka x TeXHMYECKHM CpeACTBaM, Ha KOTOPHIX YCTAaHOBJICHA KJIMEHTCKas 4acTh
Cucremsr J1bO ans npoBeaeHus paboT 1o e€ yCTaHOBKE U COMTPOBOXK/ICHUIO;

Co0uronenne TpeOoBaHuii mo olecnedyenno Oe3somacHoctu  KorodeBoi
uHpopmanuu:

BCE OTUyXJIaemble (BHemrHue) KiroueBble HOCHTENH JOJKHBI YUUTHIBATHCS
MO’K3EMIUISIPHO B CHEUUAJIbHBIX JKypHAJlax  COIJIACHO  YCTAHOBJICHHOM
HOpMaTuUBHBIMU akTamu Poccuiickoit deneparnuu dhopwme;

yué€t u xpanenue Hocurteneit CK3U, yuér KmroueBbix HOCHTENEH AOKHBI OBITh
MOPYYEHBI CTICIIMATIBHO Ha3HAYEeHHBIM paboTHUKOM. Kaxknprit Bnangener D11 HecéT
MEPCOHANIBHYIO OTBETCTBEHHOCTH 32 €r0 UCIOJIb30BAaHUE U COXPAHHOCTb;
MO3K3EMIUISIPHBIN yU4€T COPMUPOBAHHBIX YTIOIHOMOUYEHHBIMU JHIIaMu Kiuenta
Kpunrorpaguieckux Kirodei ocymecTisieTcs: Kiimentom;

xpaneHre KiroueBbIX HOCHUTENEH NOMYCKAeTCs B OJAHOM XPAHUIUIIE C APYTUMH
JIOKYMEHTaMU MPU YCIOBUU, UCKIIIOYAIOIIEM UX HEMPEIHAMEPEHHOE pa3pylIeHUE
WM YHUUYTOXKCHHE;

YOTHOMOYEHHBIMHU JIMIIAMUA WM 10 MOPYYEHHIO PYKOBOAMUTENSI OpraHU3aluu
OJIHUM W3 pabOTHUKOB M3 YMCIa AOMymIeHHBIX K dkcruryatanmu CK3U, momken
ITPOBOJIUTHCS IEPUOANYECKUI KOHTPOJIb COXPAHHOCTH BXoasero B coctaB CK31
000pyZI0BaHUs, a TAK)KE BCET0 MCHOIB3YEMOro MPOrPaMMHOI0 0OecreueHus JUIs
MPeIOTBPALEHUS BHECEHHUS TPOrPaMMHO-aIapaTHBIX 3aKJIa0K U BPEJOHOCHOTO
IIPOrPaMMHOT0 0OecrieueHHs..

IIpaBuia XpaHeHUs M UCIOJIB30BAHHUA Y CTPOHCTB NMOATBEPKACHHA:

JUTsl XpaHEHHUsT Y CTPOMCTB MOATBEPKACHUS HEOOX0IMMO HCIIOIh30BaTh HANEKHBIC
METaJUTMYECKUE XPaHWININA, OOOpYJAOBaHHBIC BHYTPCHHHMH 3aMKaMH, IS
HCKJIIOYEHUS  BO3MOXKHOCTHM  HECAHKLIMOHUPOBAHHOTO  JOCTyNa K HEMY
HEYTOJIHOMOYCHHBIX JIMII U TIOBPEXKACHUE MAaTEPUATLHOTO HOCUTEIIS;



HE H3BJICKaThb W3 XpaHWIMIIA YCTPOWCTBO IOATBEPXKACHHSA, €CIU OHO HE
HCTIONB3YIOTCs Tl paboThl ¢ Cuctemoii [1BO;

HE PAaCKpBIBaTh TPETbUM JIHIIAM HH(OpMAIMio 00 YCTpoicTBE MOATBEPKACHUS,
HaXOJIIEMCS B €r0 PACIIOPSKEHUN;

HE IIepeaBaTh €r0 B I10JIb30BAHUE JIMIAM, HE SBIIIOIUMCSA Y IOJTHOMOYEHHBIMU
nuuamu Kimenra, [t pacliopsKeHUs IEHE)KHBIMU CPEACTBAMU, HAXOIAIIUXCS Ha
Cuére, UK B HHBIX LIEJSIX, OCTaBIATH KiltoueBble HOCUTENHN O€3 MPUCMOTPA;

B Cly4ae yTpaTbl WIM IIOJIOMKH YCTpOMCTBa IOATBEPXKAECHUS HEOOXOIUMO
yBeoMUTh 00 3ToM baHk B cooTBeTcTBHU ¢ paszaenoM [lopsnok aelcTBuil mpu
Komnpomeranuu / nogo3pennn Ha Komnpomeranuto Hacrosiero [IpunosxxeHus.

Orpanuvenue JocTyna M TpeOoBaHUs K PpadouymM mMecTaM, € KOTOPbIX
ocywectsiasercs padora ¢ Cucremoii IbO:

[IpaBO  JOCTyNla  MNPEAOCTaBISIETCS  TOJIBKO  YIOJIHOMOYEHHBIM  JIMIaM,
HEMOCPEACTBEHHO OcylecTBIsIomuM padoty ¢ Cucremoit [1bO. Hckmounts
JIOCTYIl K KOMIIBIOTEpaM HEYNOJIHOMOYEHHBIX JIUL, HE UMEIOUIMX OTHOILEHUS K
pabote ¢ Cucremoii JIbO;

3alpemiaeTcss yCTaHOBKAa IPOrPaMMHBIX CpEACTB, HE NpPEJHA3HAYEHHBIX JUIs
BBITIOJIHEHUST CITY)KEOHBIX 00s3aHHOCTEH YmonHOMo4YeHHBIX Jul Kinenra,
JoMyIIeHHbIX K pabote ¢ Cucremoii /1bO;

IPUMEHATh Ha paboueM MecTe nuieH3uoHHble 11O (omepanuoHHBIE CHCTEMBI,
oucHple TAaKeTHl W Tp.), JUICH3HMOHHBIC CPEACTBA AHTHBHPYCHOW 3alIHTHI,
o0ecrneynTh  BO3MOXHOCTb  PEryJIIpHOIO  aBTOMATHYECKOTO  OOHOBJIEHUS
aHTUBUPYCHBIX 0a3;

pabora ¢ Cucremoii /IbO HemelIeHHO NpeKpamaeTcs NpU MOJIO3PEHUH, YTO
KOMIIBIOTEP 3apakeH, a TAKKe B ClIydyae OOHApY>KEHHsI He3aperHCTPUPOBAHHBIX
MIPOrpaMM WJIM HapyILIEHUs LIEJOCTHOCTH ONEPAllMOHHON CUCTEMBI — 003aTENbHO
yBeIOMUTh 00 3ToM baHk B cooTBeTcTBHHU ¢ pazaenoM [lopsnok aeicTBuil npu
Kommnpomeranuu / nogo3penuun Ha Kommnpomeranutio HacTosiero [punoxenus;
s pabotel B Cucreme JIBO kpaiiHe He pekOMEHyeTcsl BHIOMpaTh MEPEeHOCHOM
koMmnbloTep (HOyTOyK). Ecnm Kinmentom BbiOpaH HOYTOYK, 3amperiaercs
MOJIKJII0YATh HOYTOYK K CEeTsIM OOLIEero J0CTymna B MecTax CBOOOJIHOTO JIOCTYIIA B
WNutepuer (MHTEpHET-Kade, rOCTUHUIBI, OPUCHBIE LIEHTPHI U T.11.);

B ClIydae nepefayu (CnucaHue, BBIOpoC, PEMOHT) CTOPOHHHUM JIMIIAM KOMIIbIOTEpa
(HoyTOYyKa), Ha KOTOpOM paHee Obuia ycraHoBieHa Cucrema JIbO, Heo6xoaumMo
rapaHTUPOBAHHO YJAJIUTh C HETrO0 BCIO MH(OPMAIMIO, UCIOJIb30BaHUE KOTOPOU
TPETPUMH  JIMLAMH MOXET TOTEHLIHMAJIbHO HAHECTH Bpel (puHaHCOBOM
NEeATEeTLHOCTH WIH UMUKy KimrenTa, B ToM uncie cieasl padotel B Cucteme J1bO;
UCIOJb30BaTh JIOTOJIHUTENIFHOE TPOrpaMMHOE oOOecredeHue, MO3BOJISIoIIee
MIOBBICUTH YPOBEHb 3aIUTBI KOMIBIOTEPA — IEPCOHAIBHBIE MEKCETEBBIE IKPAHBI,
MPOrpaMMbl MOMCKA MIMHUOHCKUX KOMIIOHEHT, NMPOTPAMMBI 3aIIUTHI OT «CIaM»—
pacchUIOK U Ip.;

BKJIFOUHTH aBTOMAaTUYECKYIO OJIOKMPOBKY AKpaHa Mocie yXoAa YIOJIHOMOYEHHOTO
nuna ¢ pabodero Mecra.

Coburoaenne npaBuJ 6e30nacHoi padoThl B ceTH HHTEPHET HA PaboyuX MecTax
Cucremsl 1BO:

He OTKpwiBaTh caiiT Cucrtemsbl JIbO 1o cceuikam (0COOCHHO OaHHEPHBIM HIIU
MOJTyYCHHBIM Yepe3 dIIEKTPOHHYIO TI0UTY);

HC OTBCYATH HA MOJO3PHUTCIIbHBIC ITMCbMaA C HpOCBGOﬁ BBICJIATh ABTOPU3AIMOHHLBIC
U Ipyrue KOH(pHIeHIIaIbHbIC TaHHbIC,



Ha KOMITBIOTEPAX, MCHOJb3yeMbIX sl paboTel ¢ Cucremoit JIBO, HCKIIOUNTH
MTOCEIICHUE UHTEPHET-CANTOB COMHUTENBHOTO COJIEPKaHUs, 3arpy3Ky U YCTAaHOBKY
Henaunensnonnoro 110 u t.1m.;

HE YCTaHaBIMBAThb U HE COXPAHAThH MOJO3pUTENbHBbIC (ailsibl, MOJYyUYECHHBIE U3
HEHAJIC)KHBIX UCTOYHUKOB, CKAYaHHBIC C HEU3BECTHBIX WED-caiiToB, mpuciaHHbie
IO 3JICKTPOHHOM MMoYTe, MOJTyYEHHbIE B TeNEKOH(EPEHIINSIX;

Ha KOMIIBIOTEPE 3aIPEIIECHO 3aIlyCKaTh IIPOIPaMMBl, ITOJIyYE€HHBIE U3 HEHAEKHBIX
HCTOYHUKOB;

ecnu KineHT s3kcrnyaTupyer BbIIEIEHHBIM BHICOKOCKOPOCTHOM KaHaJl JOCTYIa B
CeTh UHTEPHET, OTPAHUYUThH Juana3oH |P-aapecos, ¢ KOTOPBIX pa3pemiéH A0CTYI K
Cucreme /IO c ucnonb3oBanuem Kitoueit O11, 3aperucrpupoBaHHbix bankom 1o
3asBieHuto0, nepenanHomy Knuenrom B baHk;

oOpamate BHMMaHUWE Ha JIOObIE WM3MEHEHUS B NPUBBIUHBIX Ipoleccax
ycranoBneHus coeaunenus ¢ Cucremoii /IbO wim B pyaknponnpoBannu CHCTEMBI
JAbO. Ilpu  BO3HMKHOBEHMHM  JIOOBIX  COMHEHUH B  MPABWIBHOCTH
¢ynkunonupoBanusi Cucremsl [IbO HezamennuTenbHO oOpaTuThes B baHK 1m0
TeneoHy CiryKObl TEXHUYECKOM MOICPKKHU, YKa3aHHOMY Ha O(UIIUAIBHOM caiiTe
banka B cetn MHTepHeT Www.abr.ru;

B CJIy4ae MosIBIEHUS npenynpexaenuil bpaysepa o nepenanpasnenuu Kinuenra na
npyroit caidt npu nogkiaroueHud k Cucreme JIbO banka, oTioxuTte coBepiieHue
orepauuii U obparutech B cinyxkOy momnepxkku banka mo TenedoHy CiayX OB
TEXHUYECKON MOAJIEPKKH, YKazaHHOMY Ha oduuuanbHoM caiite banka B cetu
Wutepuer www.abr.ru.

TpeGoBanus k corpyaankam Kiaunenra:

Knuent o6s3aH Ha3HauuTh [IpuMKa3oM YHNOJHOMOYEHHBIX JIMI[ MO paboTe c
Cucremoit JIbO, yTBEpAMTH COOTBETCTBYIOLIME JOJDKHOCTHBIE HWHCTPYKIIUH,
UCKJIIOYUTh JOCTYIl K KOMIBIOTEpaM HEYHNOJHOMOYEHHBIX JIMI, HE HMEIOLINX
oTHomeHus K pabore ¢ Cucremoit JIbO;

npu peructpanuu B Cucreme JIbO B coorBercTBUM C pazaenoM Omulka!l
HcToyHUK CcCbUIKM He HaijeH. Hactosuux [IpaBwi, pyKOBOJICTBOBATHCS
Wuctpykuuen o ycranoske Cucremsl JJbO (ITpunosxxenus
NeNe 5 - 5a k Hacrosmum [IpaBunam);

KaKJ0€ YIMOJIHOMOYEHHOE JIMI0, MMerolee nocTyn K KiroueBbIM HOCHTENSIM,
mapojiiM H  JIpyrol  KOHQUIAEHIMATbHOM HWHGOpMAIMK, OJDKHO  OBITh
npOMH(POPMHUPOBAHO 00 OTBETCTBEHHOCTH 3a pasrjallleHHe KOH(HJIECHIHATbHON
nH(popMauu;

pu 00CITY’)KMBaHUU KOMITbIOTEpa Y OJTHOMOUYEHHOTO Jinna KinenTa, Ha KOTopom
ucnons3yercs Cucrema JIbO, TpeTrbuMu aunaMu — o0ecrieynBaTh KOHTPOJIb Hall
BBITIOJTHSIEMBIMU UMU JIEUCTBUSIMH;

[P YBOJIBHEHUU YIIOJHOMOYEHHOIO JMna, umeBliero gocryn k Kmrouy OII,
o0s3aTenbHO MpouH(popMUpoBaTh 00 3ToM bank B nensax OnokupoBku bankom
Kiroua DI1/ Kiroua PayControl;

[P YBOJIBHEHHH YIOJHOMOYEHHOro juna KiueHTa, MMEBIIETr0 TEXHUYECKUM
noctyn kK cekperHomy Kirouy D3I/ Kimouy PayControl, o6s3atensHO
npouHpopmupoBath 00 3ToM bank B nensx OmoxupoBku bankom Kiroua DI/
Kiroua PayControl,

IpU YBOJIBHEHUH YTOJIHOMOYEHHOI'O JIHIA, OCYHIECTBIISIBIIETO OOCIYKMBaHHE
paboueii cTaHIMHU, UCTIOAB3yeMOol st paboTel ¢ Cucremoit JIBO, mpuHITH MEphI
111 00ECTIeYeHUsI OTCYTCTBUS BPEAOHOCHBIX MPOTPaMM Ha KOMITbIOTEPAX;

npu Hamuuu Cuéta B banke:



® KOHTPOJIMPOBATh aKTyalbHOCTH HomepoB TenedoHoB s HanpaBnenus Koo
noaTrBepxkaeHust/SMS-coobmennii/PUSH-cooOmennit, a B cioydae HX
M3MEHEHHS — He3aMeUIUTENIbHO MH()OPMUPOBATh O TAaKOM W3MeHeHHH baHk 1o
dhopme 3asBiieHHs 00 U3BMEHEHUH JTAHHBIX;

e uHpOpMUPOBAaTH YTOJIHOMOYEHHBIX JIUI[ O HEIONMYIIEHUH CHUTYaIHi
NepenojHeHuss mnamMsITH MOOWIBHBIX YCTPOWCTB, YTO MOXKET SIBJISATHCS
npenstcTBueM s npuéma  SMS-cooOmennit  banka ¢ Komamm
noareepxkaenus/ PUSH-cooOmienunii, a Takke 0 HEOOXOJIUMOCTH HCKIIOUYUTH
nepegadyy MOOMIBHOTO TenedoHa, KOTOPBIA MCIONB3YETCS Ui TOIYy4eHUs
SMS-coobmennii banka, TpeThbUM JIHIIAM;

e B cinyyae yTpaThl TenedoHa, HA KOTOPbIM mpuxonar Konbl moaTBep:kIeHUs
ISMS-coobuienus/PUSH-coobuieHus, 00ecneynTh HEMEAJICHHYIO0 OJIOKHPOBKY
HOMepa Tesie()oHa y orepaTopa COTOBOH CBSI3H;

e uHpopmupoBath bank o cmeHe TteneponHOoro Homepa u  SIM-kapThI
MoOWIBHOTO YCTPOKCTBA, HCIIONIB3YEMOTo ISl onydeHus SMS-coobmiennii ¢
Konmamu noareepxknenns/ PUSH-coobmenuii ot banka;

® IpU MOCTYIUICHMH Ha TeneoH YHoiaHoModeHHOro juna SMS-coobmeHuit/
PUSH-coo0mienuii, CBUACTEIHCTBYIOMUX O MOMBITKE BXxojaa B Cuctemy JIBO
WIA TIOATBEPXKICHUS OTIPABKU JOKYMEHTOB, KOTOPBIX JaHHOE JIMIO0 HE
COBEpIIAJIO, HEMEUIEHHO YBEIOMUTH 00 3TOM baHK B COOTBETCTBHH C pa3ieioM
[Mopsimok neiictBuii mpu Kommpomeranuu / mogo3pennn Ha Kommnpomeraruio
Hacrosuero [Ipunoxenns.

TpeOoBanusi mno oGecneyeHUI0 0e30MACHOCTH HCHoaAb30BaHus KiueHTom
MooOuabHoro ycrpoiictea ¢ MoOuabHbiM  npuioxenuem  PayControl,
MoounabHbIM npuioxkenneM banka.

MOOMJIBHOE YCTPOMCTBO, IpeIHa3HaueHHOe /s Hcnojb3oBaHus KimeHToM c
Mo6wibHeiM nipuiioskeHreM PayControl, MoOunbHbIM npuioxenuem banka,
JIOJKHO OBITH MPUOOPETEHO Y OPUIIMAIBHOTO POAaBIia U ObITh CEPTUPHUIIMPOBAHO
no Tpe6oBanusiM 'OCT B COOTBETCTBUM C JCHCTBYIOIINM 3aKOHOAATEIbCTBOM IS
HCIIONB30BaHUs Ha Tepputopun Pocculickon @enepanuu;

MoOmibHOEe ycTpoiictBo KimeHta wumeer mnoanepxkuBaeMyro MoOUIbHBIM
npuioxkenneM PayControl 1 MoOuneHbeIM npusioxeHueM baHka JIMIIEH3MOHHYIO
BEPCHIO ONIEPALIMOHHOM CHCTEMBI:

a) Android 5.0 u BbImIE;

b) i0S 10.X u BbIIIIE.

HEe Wucnojb3oBaTh MobOmibHoe mnpunoxenue PayControl u  MobGuibHoe
npuiokeHne banka Ha MOOMIIBHBIX YCTPOMCTBaxX € pacHIMPEHHBIMU IpPaBaMU
(Jailbreak, Root wim wuHble onepamuu, HE MOAJACPKUBACMbIE O(PHIMAIBEHO
MIPOU3BOIUTENSIMH );

JUIL  ONEpPAalMOHHOW cucTeMbl MOOMIBHOTO YyCTpOMCTBAa M IPUIIOKEHUH,
YCTAQHOBJICHHBIX Ha MoOunbHOe ycTpoiicTBo, KimeHTOM — ycTaHOBIEHBI
MaKCHMaJbHO BO3MOXHbBIE Ha TEKylllee BpeMsi OOHOBJIEHMsS, pEKOMEH/I0BaHHBIE
MIPOU3BOIUTENIEM/Pa3paboTUHNKOM;

MooOmpHOE Tipuioxkenue PayControl camocTosiTennbHO ycTaHoBIeHO KitneHTom u3
OJIHOTO M3 aBTOPHU30BAHHBIX Mara3uHoB npuiiokenuit (AppStore niu PlayMapket
s 10S/Android cooTBetcTBeHHO). KUIMEHT HE UCHONB30Bal MEPEXoa K
YKa3aHHBIM CEpBHCAM U HE COBEpLIal YCTaHOBKY MOOWJIBHOIO HpPUIIOKEHUS
PayControl o ccpiike u3 Apyrux HCTOYHUKOB;

ecnmi mpu  ycTaHOBKe MoOwnpHOro mnpuinoxkenus PayControl mosBuimmchk
COOOMIEHUSI O  HEOOXOAUMOCTH  YIAJICHHS  IPHJIOKCHUS/TIPUIOKEHUMN,
NPEACTABISAIONIMX  yrpo3y ains  MoOunbHoro mpuioxenus PayControl,



HEOOXOJMMO YAAIUTh TPEICTABISIONNE YIrpo3y IPHIOKEHUE/ TIPUIOKEHUS C
MoOGMIIBHOTO yCTpOICTBA.

. A pa36J'IOKI/Ip0BKI/I MoOunsHOrO YCTPOﬁCTBa HUCIIOJB30BaTh MAKCHMAJIBHO

BO3MOYKHBIN M3 JIOCTYIHBIX Ha JaHHOM MOOUIBHOM yCTPOMCTBE CIIOCOO 3aIUTHI
OT HECaHKIIMOHUPOBAHHOT'O JIOCTYINA K (GYHKIUSAM YCTPOWCTBA M XpaHSIIUXCS Ha
HEM JTaHHBIM (B TIOPsIIKE YOBIBAHUS CTOMKOCTH 3aIUTHI):

a) CPEICTBO PACIO3HAHUS PAIYKHOM 000TOUKH T71a3a;

b) cpencTBO pacno3HaBanus oTeuaTka nanbia win juma (TouchlD, FacelD);

C) mapoJjib JUTMHOIO HE MCHEE 6 CHMBOJIOB (BKIItOYast OYKBBI U LH(PHI);

d) rpaduueckuii Kir0y;

e) PIN-koz.

IIpu ucnons3oBanuu mapostst uinu PIN-koga KnuveHT 3anoMHuI X U HE COXpaHUI B
naMaTi MoOUIBHOTO YCTPOUCTBA.

MOOUJIBHOE YCTPOICTBO HACTPOUTH Ha AaBTOMAaTHYECKYIO OJIOKMPOBKY yCTpOMCTBa
10 UCTEYEHUH ONPEEIEHHOr0 BpeMeHU (He Oosee 5 (MSITH) MUHYT);

Ha MoOunsHoM ycerpoiictBe noj ynpasieHueM OC Android ucnonb3yercs
CPEICTBO 3allMThl OT BPEIOHOCHOTO Koja («aHTUBUPYCHOE IPOTpaMMHOE
obecrieueHue»);

Ha MoOunsHOM ycrpoiictBe mnoj ympasieHueM OC Android oOTKIIOUUTH
BO3MOYKHOCTh YCTAaHOBKH TMPUIIOKEHUH U3 HEPOBEPEHHBIX HCTOYHUKOB;
MoOminbHOe  ycrpoiictBo ¢ Kimrouamum — umHunumanuzanuu — PayControl
(manmpasmstorcsi/nepenatorcs bankom kaxaomy YJI Knmenrta: QR-xom + kon B
SMS-coobmennn) u camoctositensHO BhipaboTanHeiMu YJI Knmenta Kimrouamm
OII Ha ocHoBe cpenctBa PayControl, a Taxoke arpulyThl 1octyna k MoOouisHOMY
ycrpoiictBy (Jlorun, Ilaponb, rpadmueckuii kmo4, PIN-konx) Hukorma He
nepenaércss KiuMeHTOM HEYNOJHOMOYEHHBIM JIMIIAM, BKJIIOYas PYKOBOJACTBO
OpraHM3aliy, KOJJIEr U 4YWIEHOB CEMbHM YIOJHOMOYEHHOro juna Kinuenra u He
ocCTaBJIAeTCs UM O€3 IPUCMOTPa;

MOOWJIBHOE YCTPOHMCTBO, C YCTAHOBIEHHBIM MOOWIBHBIM TPHUIOKEHUEM
PayControl, wucnonp3oBaTh TOJBKO I TIOCEIICHUS CAWTOB M YCTaHOBKHU
NPUIIOKEHUH, HEOOXOMUMBIX M JIOCTaTOYHbIX KIHMeHTy JuIsi BeleHus ero
KOMMEpPUECKOI/yCTaBHOM A€ATEIbHOCTH;

. MOOHIIBHOE YCTPOﬁCTBO HC IMMOJKIIFOYAaTh K KOMIIBKOTECPAM, 0€30ITaCHOCTh KOTOPBIX

KiveHT HE MOKET rapaHTHPOBATh, @ UMEHHO:

a) obecrieueHUe TOBEPEHHOI Cpe/ibL;

b) oTcyTcTBHE yaanéHHOrO yIpaBicHHUS,

C) OTCYTCTBHE YCTAHOBJICHHBIX/3AMMYIICHHBIX BPEIOHOCHBIX TPOTPAMM.

. MOOWJIBHOE YCTPOWCTBO He TmoakiaouaTth K obmectBeHHbIM WI-FI cersm.

Oo6mectBennsie WI-FI cern, kak mpaBwiio, MJIOXO 3alUINEHBI, UX HACTPONKHU
HEU3BECTHEL,

. HUKOrJa 1 HHUKOMY HC COO6IJ_I8.TB HaPOJ'IB JJIsA AyTCHTI/I(I)I/IKaI_II/II/I Ipu BXOAC B

MobusbHoe npuitokenne PayControl u MobunbHoe npunoxeHne banka;

— obecneunts ucnonb3oanue Kimtouelr PayControl B Cucteme JIBO Tonbko YJI
Knuenra (¢ ycTaHOBIEHHBIMU IPAaBaMH MOAIUCH);

— B CJIy4ae BOZHMKHOBEHHs BOMPocoB 1o padote B Cucreme JJbO ¢ MoOunbHbIM
npuioxxkenneM PayControl 1 MoOunsHbIM npusioxkeHnem banka odpaTuThes B
ciyx0y noanepxku banka mo TenedoHy CiyKObl TEXHHUYECKOH MOAIEPHKKH,
yKa3aHHOMY Ha oduiuansHoM caiite banka B cetu MiHTepuer www.abr.ru.

JlonoJIHUTeIbHbIE peKOMEHIALMH VIS BJajleiblieB CMAPT(OHOB:

YCTAaHOBUTh Ha BameM MOOUIBHOM YCTPOWCTBE M PErysIpHO OOHOBIATH
MOOWJIbHBIA aHTUBUPYC (PEKOMEHAYETCS MCIOIb30BaTh aHTUBUPYC POCCUHCKOTO



MIPOU3BOIUTEIIS, TAK KaK OH YYUTHIBAET PETUOHATBHYIO CIICIIU(PHUKY BPEIOHOCHOTO
I10);

— CBOCBPEMCHHO YCTAaHABJIMBATh OOHOBIICHHS IS Balero MoOUILHOTO YCTpOCTBa
U YCTaHOBJICHHBIX Ha HEM NPWIOKCHHUW. YCTAaHOBKY IMPOW3BOAMTH TOJBKO W3
aBTOPU30BAHHBIX MarasMHoB mpwiokenuid (AppStore wimm PlayMapker s
iIOS/Android cooTBeTCTBEHHO, MapKETOB IPOU3BOAUTEIICH YCTPONCTB H T.IL.).
Wuple cnocoObl YCTAaHOBKM NPUJIOKEHUH W OOHOBIEHHH HEOEe30IacHbI.
Henmomyctima ycTaHoBKa WM OOHOBJICHHE MPHIOKEHHH Mo ccbuike B e-mail /
SMS-coobmennn ot mMmenu banka. OOpatute BHHMMaHue: baHk HUKOrga He
BBICBUIAET muceM U SMS-coo0meHuid ¢ MPSIMBIME CChUTKAMH Ha YCTaHOBKY HJIH
OOHOBJICHHE TPUIIOKEHU;

— IpH yCTaHOBKE Ha Bame MOOWIBHOE YCTPOHCTBO  JOMOJIHHUTEIBHOTO
MPOrpaMMHOTO obOecriedeHusl oOpaiiaiiTe BHUMAHHE Ha TMOJHOMOYHS, KOTOPBIC
HEOOXOAMMBI Tporpamme. He momyckaTh YCTaHOBKHM IPOrpamMM, KOTOPBIM
TPEOYIOTCS UBITUIITHAE ITOJTHOMOYHS, 0COOCHHO B YaCTH YTCHHS M OTHPaBKU SMS-
cooOmieHui, aoctyna k cetu VIHTepHeT, kiaBuatype W T.m. [lpu Haauuuum
TEXHUYECKOH BO3MOXHOCTH PEKOMCHIYEeTCS BKIIOYUTH Ha MOOWIEHOM
YCTPONCTBE PEKUM YCTAaHOBKH TOJIBKO IOJNUCAHHBIX MPUIOKEHUH C TIPOBEPKOIA
cepruduKara;

— ecnu Bel 3amernnm, uto Ha Bame MOOUIBHOE YCTPOHCTBO NIEPECTAH MPUXOIUTh
SMS-coo0mieHus, B TOM 4YHCiIe MepecTaau MpuxoauTbh Koasl moaTrBepkiacHus/
PUSH-coobmennst ot banka, He0o0X0AMMO TPEKPATUTh HCIIOJIB30BaHHUE
MoOwibHOrO yCTpoiicTBa. B 1maHHOM ciiy4ae BO3MOXKHO MOIICHHHUYECTBO C
3apakeHHEeM Bamiero MOOWJIBHOTO YCTPOHCTBA BHUPYCOM, TEPEXBATHIBAIOIIHM
SMS-coobuienusi. Jlist mpoBepKku peKoMeHayeM yCcTaHOBUTH SIM-kapTy B ipyroe
MOOWJIBHOE YCTpOWCTBO, mpoBectu omnepamnuio B Cucreme JIBO u moxmatees
npuxona Koma mnonrsepxknenus/ PUSH-cooOmenus. Tak ke o 3apaxeHHH
BHPYCOM MOJXKET CBHJICTCIILCTBOBATh IIOJ03PUTEIIbHAS paboTa yCTPOWCTBA
(caMompou3BOJILHBIE 3BOHKH Hu PacChUIKH SMS-coo01ienni,
HECaHKIIMOHMPOBaHHAs 3arpy3ka M YCTaHOBKa MporpaMMHOro obecrieucHus). B
Cllydae BBISBIICHUS TaHHBIX ()AaKTOB PEKOMEHJyeM OOpaTUThCSA 3a MOMOIIBIO B
CIy’)k0y TEXHHUYECKOW TMOJJICP)KKU TMPOW3BOAMUTENS Bamrero MoOWIBHOTO
YCTPOMCTBA.

M  Tlopsnok aeiicrBuii npu Komnpomeramuu / mogozpenun Ha Komnpomeranuio
- Kmuenty B mensx wuHdopmupoBanuss baHka o0 HacTymjaeHHH COOBITHS

Kommpomeraruu mwin nono3penust Ha Komnpomeranuio B IeHb BbISIBIEHUS (hakTa

Komnpomeranun/ nogo3penust Ha Komnpomeraro He0OXOAMMO OMOBECTUTH 00

stoMm bank mo TenedonHy ciyxObl TexHuueckor momamaepkku Cucremsr [1BO,

yKa3aHHOMY Ha oduiuaibHOM caiite banka B cetu MuTepHer www.abr.ru B

pasnene «Bxon B UntepueT-bank» (okHO Bxona B Cuctemy /IBO).

YcrHOe oOpatieHue mo TesnedoHy ciaykObl TeXHUYECKOW mojaepKku CHCTeMbI

JIbO o mnpuocranoBineHun wucnoiab3oBanus Cucremsl JIBO gomxHO OBITH

MOATBEPKICHO MUCbMEHHBIM 3asiBieHneM o kommpomeraruu ([Ipunoxenne Ne 13

k IlpaBunam), ¢opma koTtoporo pasmemieHa Ha oduumMaabHOM caiite banka

(wwwe.abr.ru).

- Ilpu unpopmupoBanuu banka nmo tene@oHy ciayxkObl TEXHUYECKOW MOAIEPKKH

Cucremsl J15O:

o [IpencraButens Kiuenrta (3asBuTens) cooOmiaer HanMeHoBaHHe KimeHta
(Bmamenpiia Cuéra), ceon ®UO u gomxHOCTh, a Takke OO u 10MKHOCTH
YnonnomoueHHoro nuia KirerTa, B OTHOIIEHUH KOTOPOTO BBISIBIICHBI COOBITUS
Komnpomeraunu wimn nono3penus Ha Kommnpomeranuio;


http://www.abr.ru/

e bank mo dakry oOpamenus npexncraButens KiueHnta — (3asBUTENN)

HEe3aMeUIUTEIbHO:

— o0ecrieynBaeT BPEMEHHYIO OJIOKMPOBKY CKOMITpoMeTHpoBaHHoro Kirroua
OIT (YHOII, YKO3II) YJI Knuenta B Cucreme JIbO. Bpemennas 61okupoBka
Knroua PayControl/  VYcrpoiictBa mnoarBepkaenuss YJI  Kimenra He
OCYIIECTBIISETCSI. Vnanenne Kmoua  PayControl/  VYerpoiictsa
noareepxkaenus YJI Knuenra B Cucreme JIbO mipu oOpatieHuu 1o TenedoHy
OCYILECTBISICTCS TOCTE TOJIY4YEHUs TOIATBEPXKICHUS 10 TelaeoHy
MOJITBEPXKICHUS SKCTpeHHOU OstokupoBku Kimroueit OI1;

— obecrieunBaeT coBeplieHHe TenedOHHOro 3BoHKAa KiueHTy Ha Homep
tenedoHa TOATBEPXKIEHUS OSKCTpeHHOW OmokupoBku Kimouenr DIl
WNudopmanus o Homepe TenedoHa MoATBEPKACHUS IKCTPEHHON OJIOKUPOBKU
Knrouerr DI ykazpiBaetcss KnueHTtoM B 3asBI€HMU B LENSIX MOJYYEHUS
nonrBepxaeHus Gakra Kommpomeranun/ nono3penus Ha Kommpomeranuto.

e bank B ciry4ae eciu 1o (akTy TereoHHOTo 3BoHKa KiueHTy noarBepkaeHue

HeoOxoaumoctu OnokupoBku Kiroua DI/ ynmanenust Kiroua PayControl/

YerpoiictBa noarsepxkaeHus ¥YJI He noiayyeHo:

— cHUMaeT BpeMmeHHyl OnokupoBky Kiroua OII (YHOIIL, VYKO3II),
YCTaHOBJICHHYIO 1O (DaKTy BXOJSIIETO TeIe(POHHOTO 3BOHKA 3asBUTENS, HE
ynanser Kirou PayControl/ YcrpoiictBo moarsepxaeHusi. Viubie neiicTBus B
Cucreme /IBO B crnydae HeoOxoaumocTu baHk coBepiiaeT Ha OCHOBaHUU
npenoctabiieHHOro Kirenrom 3asBiaeHus: 0 KOMIPOMETALUH.

B cinydae He mpenocraBienus KinueHtom B bank HOMepa TenedoHa TOATBEPKICHUS
sKkcTpeHHon OmokupoBku Kiroueit D11, 6mokupoBka ckommpomMerupoBanHoro Kiroua OI1,
ynanenne Kimroua PayControl/ YerpoiictBa moarsepxkaenust YJI Kinenta Ha OCHOBaHUHU
BXoJIs11ero TenedoHHoro 3BoHka KimeHnTa He ocyIiecTBisiercs.

- Ilo ¢akry nomydenuss or Knmenra unpopmanuu o Kommpomeranuu uiam B ciydae
BbIsBIeHUs bankoM dakta Komnpomeranun/ 1ro0b1x nojgo3pennit Ha Komnpomeraninio
(npu Hanuuuu y banka uHGOpManuu o coOBITUAX, OTHOCALMXCS K Komnpomeranun),
bank HezamemurenbHO OnoKMpyeT ckomnpometrpoBaHHblid Kirou OI1, ynanser Koy
PayControl/ YcrpoiictBo moarBepkaenuss YJI Kinuenta B Cucreme JIBO, mpekpariaer
npuéM U wucnoiaHeHue OJI, MOANMUCAHHBIX CKoMIpoMeTHpoBaHHbIM Kirouom OII/
Kirouom PayControl.

- B nemsx nmonyaenus HoBoro Ilaposs, KiroueBoro Hocurens (USB-Toxken), YcerpolicTa
nonTBepxaeHus Kiment nubo 3ampammBaeT uX B 3asBIEHMH O KOMIPOMETAIlMHM B
MOMEHT yBenomiieHus banka o HacTymiueHun ciaydas Komnpomeranuu, nu6o nogaér B
bank 3asBneHue 00 M3MEHEHHM MAaHHBIX B Mopsjake, omnpenenéHHoM mm. Ommoka!l
HMcToyHUK CCHUIKM He HaleH. HacTosmux [Ipasui.

- T'enepanmio HoBbix Kimoueit DI1/ Kimroueit PayControl KimeHT ocyiiecTBiisieT B
cooTBETCTBUU C pazfenoM OmubOka! MCTOYHUK CCHUIKM He HalIeH. HacCTOSIIUX
[Ipasui.

He BHOCHTH wucHpaBieHUs, W3MEHEHUS WM JONOJIHEHHMS B CIELHUAIU3UPOBAHHOE
IIPOrpaMMHOE OOecTieueHNE U TEXHUUECKYIO JOKYMEHTALUIO, TPe0CTaBlIeHHbIe baHKkoM 1o
Horosopy JIbO, He nepenaBaTh UX TPETHUM JIMIIAM, a TAKXKE HE MIEpeaaBaTh TPETbUM JINLAM
KnroueBbie HOcuTenu, YcTpolcTBa MOATBEpPXkAEHHUSA, cBeleHus no Gopmaram D) u
TEXHOJIOTUH UX 00paboTku Knuenrom n bankom, a Takxke mpoune CBeIeHHsI, OTHOCSIIUECS
k Jlorosopy JbO.

TpeboBaHusi, ycTaHOBJICHHbIE HAcTOSIIKUM llpunokeHuem, B Ciydae HCIIOJIb30BaHUS
Knuentom Kanana «MuTerpanuonssiii KimeHT-baHk» pacnpocTpaHAOTCS Ha CTOPOHE



Knuenra Ha Bce paboune mecta Knuenra, kotopsie yuacTBytoT B oomeHe D1 ¢ bankom ¢
ucnonb3zoBanueM Kanana «Murerpaunonnsiii Kiiment-banky.



