&= sAHK POCCUS

Oo0a3areabcTBa Kiinenra

110 BBHINOJIHEHUIO PABUJI 0€3011acHO padoThI NP UCMOJb30BAHNM KJIHEHTCKON YacTH

Cucrembl IO

B cootBerctuu ¢ JloroBopom /IBO Knment moareepxaaet, 4to it ooecnedeHus 6e30nacHon
paboThl B kiMeHTckoi yactu Cuctemsl [IbO 00s3yeTcs:

]

o0ecneunTh 3alIUTy OT HECAHKIIMOHUPOBAHHOTO JocTyna Kk Kinenrckomy pabouemy mecty
(APM Kinenra), 3a1MTy OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIIa U coXpaHHocTh Kitroueit D11,
JlorunoB u Ilaponeit qns Bxoma B Cucremy JIBO, 3amuty OT HECAaHKIIMOHHMPOBAHHOI'O
noctyna K MoOWIBHOMY YCTPOMCTBY C aKTMBUPOBAHHBIM MOOMIIBHBIM NPUII0KEHHUEM
PayControl u MoOwibHBIM MpuIOKeHHeM baHka, 3alIUTy OT HECAHKIHOHHUPOBAHHOIO
nocryna B Cucremy JIbO mnpu ucnons3oBanuun Kanana pocryma «MHTErpanmoHHBIM
Kinuent-bank», a Takxke 3alMTy OT HECAaHKIMOHUPOBAHHOIO JIOCTyNa K JApyrou
KOH(UICHIMATEHOW HH(pOpMALIHH;

He3aMeUIUTeIbHO HH(GOPMUPOBATh baHK MOOBIM JOCTYIHBIM cIOCOO0OM 000 BCeX Caydasx
HEBO3MOXKHOCTH paciupoBku D/], oTpULIaTeN HOTO pe3yibTaTa IPOBEPKH IOATHHHOCTH
OIl, nemrratHoit pabotsl Cuctemsl [IBO, HemomydeHus MHPOPMAIMOHHBIX COOOIIECHHIA
banka;

COOIOAATD CIEYIONINE OpraHN3allMOHHbIC MEPHI:

TpedoBanus k coxpannoctu Ilapoas:

— Ilaponp BeIOMpaeTcs caMOCTOSTENBHO;

— ecou [lapons 3ammcan Ha Oymare, TO XpaHUTCS B MeECTE, HEAOCTYITHOM JUIS
HEYIOJHOMOUYEHHBIX JIML, PEKOMEHIYETC UCII0JIb30BaTh HAIEKHBIE METAIUIMYECKUE
XpaHWINILA, 000pyIOBaHHbIE BHYTPEHHUMU 3aMKaAMU;

— 3anpeuieHo 3anuceiBath [1apons Ha CbEMHBII HOCUTENb, MOHUTOP, KJIABUATYPY U TIP.;

— Ilaponp nomxeH coaepkaTh He MEHee § pa3lIMYHBIX CHUMBOJIOB (OYKBBI, IUGDHI,
OOMBIIION / MaNbIid PETUCTP, CHELICHMBOJIbI);

— B kauectBe [lapons He nomkHbl ObITH Mcnonb3oBaHbl: MHH u npyrue pexBu3uTHI
KnuenTa, nmena u ¢pamMuinnu, nocieoBaTeIbHOCTH, COCTOSIINE U3 TOBTOPSIOIIUXCS
WIM OAHMX IMdp (B TOM uuciIe HOMepa Tele()OHOB, MaMATHBIE JaThl, HOMEpa
aBTOMOOMIIEH U TIpoUee, 9TO MOKHO CBs3aTh ¢ Kimmentom);

— npu Kowmmpomerauun / mnopozpenun Ha Kowmmpomeranuio Ilapons criemyet
HEe3aMeUTUTENbHO YBEJOMUTH 00 3ToM baHk B cooTBeTcTBHMHU ¢ pasnenom [lopsmox
neiicreuii npu Kommpomeranuu / momo3penun Ha Kommpomeranuio HacTOSILIEro
[Ipunoxenus;

— peKoMeHjyeMas epUOTUYHOCTh CMEHBI apoJisi — He pexke 1 (ogHoro) pasa B 3 (Tpu)
Mecsa.

IIpaBuiia xpaHeHusi ¥ UCNOJib30BaHus KiiroueBbIX HOCHTE 1€

— 1 xpanenust USB-TokeHOB HE00X0IMMO HUCIONIb30BaTh HAAEKHbBIE METAJUTMYECKUE
XpaHWINILA, OOOpYAOBAaHHbIE BHYTPEHHHMH 3aMKaMH, [UIsl  UCKJIIOYECHHS
BO3MOKHOCTH HECAHKIIMOHMPOBAHHOI'O JOCTYIIA K HUM HEYITOJIHOMOYEHHBIX JIMI;

— 3ampeniaeTcsl M3BJIEKaTh M3 XpaHwiuia Hocutenu ¢ Kimouamu OII, ecnu oHu He
HCTIONB3YIOTCS T paboThl ¢ Cuctemoii /[BO;



]

HUKOTJa He nepenaBath Kimtoun OI1 TpeTbuM munam 11t npoBepku padoTsl CHCTeMbI
JIBO, npoBepku HacTpoek B3auMozciicTBusa ¢ bankom u T.1. Ilpn HEoOXoaMMOCTH
TaKUX IPOBEPOK YIOJHOMOYEHHOE MO KimeHTa AOMKHO JIMYHO MNOJAKIIOYHUTH
HOCHUTENh K paboueil cTaHIIuH, YOeIUThCs, YTO MapoJib IOCTYIA K KIIFOUY BBOJUTCS B
untepdeiic Cucremsr /IbO, u nmuuno BBectu [lapoib, UCKITIOYas BO3MOKHOCTh €0
Komnpomeranuu;

3anpemiaercs nepeaaBarbh KiltoueBble HOCHUTENM TPETbUM JIMLAM, OCTaBIATH 0€3
IIPUCMOTPA, a TAKKE (IPEANPUHUMATD IOTBITKY 10 IPOBEACHMIO 3aIIMCH ) 3aIIUChIBATD
Ha USB-TokeH nocTopoHHIOW0 HHPOPMAIIHIO;

3alpellaercs CHATHUE HECAHKIIMOHMPOBAaHHBIX Konuii ¢ KirtoueBoro Hocurens;

npu Kommpomeranun / momo3peHnn Ha Kommpomeranuio cpenbl HCIIONTHEHUS
(HamMuue B KOMITBIOTEPE BPEIOHOCHBIX MPOrpaMM), a TaKkKe aTpuOyTOB JOCTyma K
MobunsHoMy yctpoiictBy (Jlorun, ITapons, rpaduyeckmii kimod, PIN-kox u T.1.)
CIIEyeT He3aMEeUIUTENBHO YBEIOMHUTh 00 3TOM BaHK B COOTBETCTBHH C pa3ieiioM
[Mopsnox nevictBuii mpu Kommpomeranuu / monmo3pennn Ha Kommpomeranunio
Hacrosuiero IIpwioxenus;

no TpeboBaHHiO paboTHHMKA TexHuueckoil momnepxku Cuctemsl [IbO B ciydae
nono3peHuss Ha Kommpomerainuio BBIOJHUTh AHTUBUPYCHYIO TNpoBepky APM
Knuenra;

oKa3bIBaTh cojeiicTBue baHky B ycraHOBiIeHHH (AKTOB HECAHKIIMOHHUPOBAHHOTO
nocryna k Cucreme JIBO u Kommpomeranuu. OGecrnieunBath AOCTYN PabOTHHKOB
banka K TeXHMYECKHM CpEJICTBAM, Ha KOTOPBIX YCTAHOBJIEHA KIMEHTCKas 4acTb
Cucremst J1bO ans npoBeneHust padoT 1o €€ yCTaHOBKE U COTIPOBOXKICHHUIO;

CoOuronenne  TpeOoBanmii mo  olecneyennro  OezomacHocTn  Kurrouesoit
HHpopmanuu:

Bce OT4yxkaaeMble (BHemHue) KiroueBble HOCHTENM JOJDKHBI  YUHUTHIBATHCS
MO’K3EMIUISIPHO B CHEUMANIbHBIX  JKypHAJlax  COIJIaCHO  YCTaHOBJIEHHOU
HOpMaTUBHBIMU akTamu Poccuiickoit @enepanuu popme;

yu€t u xpanenue Hocureneii CK3U, yuér KmroueBbix HocHUTenell MOMKHBI OBITH
MOPYYEHBI CIECIHAIBHO Ha3HAYeHHBIM paboTHUKOM. Kaxnwri Bmamenern DI1 Hecér
MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 €r0 UCIOJIb30BAaHUE U COXPAHHOCTb;
MOAK3EMIUISIPHBIA YUIET CHOPMUPOBAHHBIX YTOJTHOMOUYEHHBIMU JuiamMu Kimenta
Kpunrorpaguieckux Kirouei ocymiectpisercs Kinmnenrtom;

xpaHeHre KiroueBbIX HOCHTENEH OOMYCKAaeTcss B OJHOM XPaHWJIUIIE C JPYTUMH
JOKYMEHTaMHU MPHU YCIOBUH, UCKITIOYAIOIIEM UX HEMTPETHAMEPEHHOE pa3pyIICHUE WIH
YHUYTOXKEHUE;

YT0THOMOYEHHBIMH JIMIAMU WK TI0 TOPYUYEHUIO PYKOBOJAUTEIISI OPraHU3aLMKU OJTHUM
13 paOOTHHUKOB U3 YMCIIA JOMYIIEHHBIX K dKcruryaTaruu CK3U, nomkeH mpoBOAUTHCS
MePUOIMYECKUI KOHTPOJb COXpaHHOCTH Bxosiiero B coctaB CK3U obopynoBanus,
a TaK)Ke BCEro HCIOJIb3yeMOT0 MPOTrPaMMHOTO OOecTieueH sl AJisl MPEAOTBPAIleHUs
BHECCHHSI TPOTrPaMMHO-ANMapaTHBIX 3aKJIaJIOK U BPEIOHOCHOTO MPOrPaMMHOTO
o0ecreyeHus.

IIpaBuiia XpaHeHUs M UCIOJIB30BAHUA Y CTPOHCTB NMOATBEPKICHUA

JUIS XpaHEeHUs YCTPONCTB MOJTBEPKIEHUS HEOOXOJMMO HCIOJIb30BaTh HaAEKHBIE
METAJIMYECKHE XPAaHWIUIIA, OOOpYyIOBaHHbIE BHYTPEHHUMH 3aMKaMH, JUId
UCKJIIOYEHUS!  BO3MOXKHOCTH  HECAHKLIMOHMPOBAHHOIO  JOCTyna K  HEMY
HEYNOJHOMOYEHHBIX JIMI ¥ MTOBPEXKIEHUE MAaTEPUAIBHOTO HOCUTEIIS;

HE WU3BJIEKATh W3 XpaHWIUINA YCTPOWCTBO TOATBEPKIACHMS, €CIM OHO HE
ucnoib3yroTes st padotsl ¢ Cucremoit J1BO;



HE PACKpBIBaTh TPETHUM JMIAM HHpOpManuio 00 YcCTpoiicTBe MOATBEPXKACHUS,
HaxXOJIIEMCS B €r0 PACIIOPSKEHUN;

HE IepelaBarh €ro B I0Jb30BAHME JIMIAM, HE SBISAIOIIMAMCS YIIOJHOMOYEHHBIMU
muuamMu KimeHra, Ui pacnopspKeHUs JEHEKHBIMH CPEACTBAMH, HAaXOIAILIUXCS Ha
Cuére, UM B MHBIX LIEJSIX, OCTaBIATh KimtoueBble HocuTenu 0e3 NpucMoTpa;

B CJTy4ae yTpaThl WJIM ITOJIOMKH Y CTPOHCTBA MOATBEPKACHUS HEOOXOIMMO YBEIOMUTh
00 3Tom bank B cooTBeTcTBHH ¢ paznenoMm llopsnok aeiictsuii mpu Komnpomerarmm
/ mono3penun Ha Kommpomeranuto Hacrosiero [Ipunosxenus.

Orpanuyenue JaocTtyna #M TpeOOBaHUsI K PpadoYuM MecTaM, € KOTOPBIX
ocyuiectBiasiercsa padora ¢ Cucremoii 1bO:

IIpaBO  JIOCTyNa  MPEAOCTABISAETCS  TOJIBKO  YINOJIHOMOYEHHBIM  JIMLAM,
HETIOCPEICTBEHHO OCyIecTBIsIoNMM padoty ¢ Cucremoit J1bO. UckmounTs goctyn
K KOMITBIOTEpaM HEYIOJIHOMOYEHHBIX JIHI, HE MMEIONIMX OTHOIICHHS K padoTe ¢
Cucremoii /1bO;

3alpelaercss YCTaHOBKAa IPOrPAMMHBIX CPEJACTB, HE MpPEJHA3HAYEHHBIX JUIs
BBITMIOJIHEHUST  CIY)KEOHBIX  00s3aHHOCTEH  YTOJNHOMOYEHHbIX Juil Kimenra,
JoMyIIeHHbIX K pabote ¢ Cucremoii JIbO;

IPUMEHITh Ha paboueM Mecre JnueH3uoHHble [1O (omepanuoHHBIE CHCTEMBI,
oucHple TaKeTHl W TMp.), JMICH3UOHHBIC CpPEACTBA AHTHBHPYCHOW 3alHTEHI,
o0ecrneynTh  BO3MOXHOCTb  PETYJSIPHOTO  aBTOMAaTMYECKOro  OOHOBJICHMS
aHTUBUPYCHBIX 0a3;

pabora c¢ Cucremoit JIbO HemeleHHO npekpamaercs Opu MOAO3PEHUH, YTO
KOMIIBIOTEp 3apa)K€H, a TaKKe B cllydyae OOHapyKEHUs HE3aperucTpPUpPOBAHHBIX
porpaMM WJIM HapyIIEeHHUs LEJOCTHOCTH OMNEpalMOHHOM CHCTEMBbl — 00s3aTelabHO
yBeIOMUTh 00 3ToM baHk B coorBercTBUM ¢ pazaenoM llopsok aeictBuil mpu
Kommnpomeranuu / nogo3penuun Ha Komnpomeranutio HacTosmero [punoxenus;

s pabotsl B Cucreme /IBO kpaiiHe He pekoMeHIyeTcsi BbIOMpaTh MEPeHOCHOM
koMmIbtoTep (HoyTOYK). Eciiu Knnentom BeiOpaH HOYTOYK, 3anperiaercs moJKI0Yarh
HOYTOYK K ceTsiM OOIIero JocTymna B Mecrax cBoOojxHoro goctyna B MHTepHeT
(MuTtepHeT-Kkade, rocTUHULBI, OPUCHBIE LIEHTPHI U T.J.);

B cllyyae nepejauyd (CHucaHue, BHIOPOC, PEMOHT) CTOPOHHHMM JIMLIAM KOMIIbIOTEpa
(HoyTOyKa), Ha KOTOpoM paHee Oblna ycraHoBiieHa Cucrema JIbO, HeoOxoaumo
rapaHTUPOBAHHO YJAJIWTh C HEro BCIO HH(GOPMAIUIO, HCIOJIb30BAHHUE KOTOPOM
TPETBUMHU JIMIIAMU MOXKET MOTEHLMAIBHO HAaHECTH Bpes (PMHAHCOBOU JEATEIbHOCTH
i uMuky Kienra, B Tom uuciie ciensl padotsl B Cucreme J[BO;

UCIOJb30BaTh  JIOMOJHUTEIBHOE MNPOTpaMMHOE OOecreueHHue, IO3BOJIAIONIEe
MIOBBICUTh YPOBEHb 3aIUTHl KOMIIBIOTEpA — IEPCOHAIBHBIE MEKCETEBBIE DKPAHBI,
MPOrpaMMbl MOMCKA INMHOHCKUX KOMIIOHEHT, MPOTpaMMbl 3alIUTBhl OT «CIaM»—
pacchUIOK U Ip.;

BKJIIOUHTh aBTOMATHUYECKYIO OJIOKMPOBKY JKpaHa IOCIE yXOAa YIMOJIHOMOYEHHOTO
nuna ¢ pabodero Mecra.

Co0aroaenne npaBuJi 0e3omacHoii padoTsl B ceTM MHTEPHET HA padouMx MecTax
Cucremsi IBO:

He OoTKpbiBaTh calT Cucrembl JIBO 1o ccwpiikaM (0COOEHHO OaHHEPHBIM WIH
MOJIYYEHHBIM Yepe3 3JEKTPOHHYIO MOYTY);

HE OTBEYATh Ha MOJ03PUTEIbHbIE HCbMa C MPOCKOOH BHICIATh aBTOPU3ALMOHHBIC U
Apyrue KoH(QUACHINATbHbIC TaHHbIC;



Ha KOMIIBIOTEpAxX, MCIONb3yeMbIX g paborel ¢ Cucremoit JIBO, ucCKIOUNUTH
MOCEIICHUE MHTEPHET-CAalTOB COMHUTEIBHOTO COAEP/KAaHUS, 3arpy3Ky U YCTAHOBKY
Henaunensnonnoro 110 u t.1m.;

HE YCTAaHABIMBAaTh M HE COXPAHATHh MOJO3PUTENbHBbIC (DANIBI, MOTYYEHHBIE U3
HCHAJICKHBIX UCTOYHUKOB, CKAUaHHbBIC ¢ HEU3BECTHBIX WeD-caiiToB, MpHCIaHHbIE IO
3JIEKTPOHHOH TI0YTE, MOIyYEHHBIE B TEIEKOH(PEPEHIUX;

Ha KOMIIBIOTEPE 3alpEeIIECHO 3aIlyCKAaTh MPOTPaMMBbI, ITOJIYyYEHHbBIE U3 HEHAJECKHBIX
HMCTOYHHUKOB;

ecnu KnueHT skcrutyatupyer BbIIEIEHHbBIM BBICOKOCKOPOCTHOW KaHaJI JOCTYIa B CETh
UHTEPHET, OTrPaHMUYUTh AMana3oH |P-aapecoB, ¢ KOTOPBIX pa3pemi€éH JIOCTyn K
Cucreme [IbO c ucnonszoBanuem Kitoueir DI, 3apeructpupoBanHbix bankom mo
3asBnenuto, nepegannomy Kimenrom B bank;

oOpaiaTh BHUMaHue Ha JitoOble M3MEHEHHs B IPUBBIYHBIX MPOLIECCAX YCTAHOBIICHUS
coequHenus: ¢ Cucremoii J1IbO unu B pynkuuonupoBanuu Cucrtems! JJBO. Ilpu
BO3HUKHOBEHHUU JIOOBIX COMHEHUHN B MPaBUIBHOCTH (YHKIUOHUpOBaHUSI CUCTEMBI
JABbO nezamennutenbHO 00paTuThes B baHk mo TenedoHy chnyKObl TEXHUYECKOM
MOJJICP)KKK, yKa3aHHOMY Ha odunuaibHoM caiite banmka B cerm WHTepHer
Www.abr.ru;

B cllyyae MOsIBIEHMs IpenynpexaeHuil bpaysepa o nepenanpasinenun Knuenra Ha
npyroii cailit npu noaximtoueHuu k Cucreme JIBO banka, oTioxxkure coBeplIeHHE
omepaiii U oOparutrech B ciyxOy mnogaepxku banka mo TenedoHy ciay)ObI
TEXHUYECKON NOJJEPKKU, yKa3aHHOMY Ha oduuuanbHOM caiite banka B ceru
Wurtepaer www.abr.ru.

TpeboBanus k corpynankam Kanenra:

KnuenT 06s13an Ha3HaunTh [IprKa3oM ynmoaHOMOYEHHBIX JHII 110 pabote ¢ CucreMoit
JABO, yTBEpAUTH COOTBETCTBYIOIINE JOKHOCTHBIE MHCTPYKLIUHU, UCKITFOUYUTD JJOCTYII
K KOMIIBIOTEpaM HEYIMOJIHOMOYEHHBIX JIMI, HE MMEIOIIMX OTHOLIEHHsS K paboTe ¢
Cucremoii /IBO;

npu peructpanuu B Cucreme JIbO B cootBeTcTBUM ¢ paznenoM Ommoka! McTounnk
CCBIIKM He HailijeH. Hacrosumx lIpaBui, pykoBoxacTtBoBarthCcsi MHCTpyknumen 1o
ycranoBke Cucremst JIbO (TTpunosxerust NeNe 5 - 5a k HaCTOSIIIUM
[MpaBunam);

KaKJ0€ YIOJIHOMOYEHHOE JIMI0, uMeroniee nocTyn K KirodeBbIM HOCHUTENSM,
napoyiiM M JApyrod  KOH(UIASHUMANbHOM  MHPOpPMALUHU, JOKHO  OBITH
MporH(GOPMHUPOBAHO 00 OTBETCTBEHHOCTH 3a pasMiallleHue KOH(UICHIIMATIbHOM
uH(pOpMaINH;

IpU OOCIYy’)KMBAaHUU KOMIIbIOTEpa YTMOJIHOMOUYEHHOro ynia Kimenrta, Ha KoTopom
ucnions3yercss Cucrema IO, TpeThumMu immamu — oOecrieuyuBaTh KOHTPOJIb Ha
BBITIOJHAEMBIMUA UMU JEUCTBUSMY;

IIPU YBOJBHEHHWH YIIOJIHOMOYEHHOr0 Juua, uMmesniero npocrtyn k Kmrouy OII,
o0s13aTenpHO TporH(pOopMUpPOBaTH 00 ’ToM baHk B niensix 6okupoBku bankom Kiroua
3I1/ Knroua PayControl;

MIpH YBOJIBHEHUH Y IOJTHOMOYEHHOTO Juia KiinenTa, MMeBIIero TeXHUYECKUH TOCTYI
K cekpetHomy Kirouy OI1/ Kirouy PayControl, o6si3arensHo nmpouHpopMupoBaTh 00
sToM Bank B memnsx 6mokupoBku bankom Kitroua D11/ Kiroua PayControl;

IpU YBOJBHEHUU YTIOJIHOMOUEHHOTO JIUIA, OCYIIECTBISBLIETO OOCIyXKUBaHHUE
paboueii cTaHIIUU, UCTIONB3yeMoi 1715t paboThl ¢ Cuctemoit JIbO, mpuHATE MEpHI s
o0ecrieyeHrs: OTCYTCTBHS BPEAOHOCHBIX MPOTPaMM Ha KOMITbIOTEPaXx;

npu Hamuun Cuéra B baHke:


http://www.abr.ru/
http://www.abr.ru/

® KOHTPOJIUPOBATH aKkTyadbHOCTH HomepoB TenmedoHOB ans HampamieHus Komos
noarBepxaeHus/SMS-coobmenuit/PUSH-coo0mieHuii, a B ciay4ae uX H3MEHEHUS
— He3aMeJUIUTEThHO HH()OPMHUPOBATH O TaKOM H3MeHeHHH baHk mo dopme
3asBieHUs 00 U3MEHEHUH JaHHbIX;

e uHGOPMUPOBATH  YIMOJIHOMOYEHHBIX JIMIl O  HEIOMYIICHWH  CHUTYaIui
MEPETONTHeHUST TaMsITH MOOWIBHBIX  YCTPOHCTB, HYTO MOXKET SBIATHCS
npensTcTBueM s npuéma SMS-coobmennit banka ¢ Kogamu moareepsxaenus/
PUSH-coo0menwii, a Takke 0 HE00X0AUMOCTH UCKIIIOUUTH Mepeaady MOOHIbHOTO
TenedoHa, KOTOPBIA HCIOIb3yeTcss sl mosrydeHus: SMS-coobmenuit banka,
TPETHHUM JIUIIaM;

e B ciyyae yTpaThl TeledoHa, Ha KOTopslid mpuxoast Koasr moarsepxkaenus /SMS-
coobmenusi/PUSH-coo0menus, odecnednTh HEMEIJIEHHYIO OJIOKUPOBKY HOMEpa
TenedoHa y onepaTopa COTOBOM CBSI3H,

e uHpopmupoBaTh bank o cmene Tenedonroro Homepa U SIM-kapTel MoOMIIBHOTO
yCTPOMCTBA, HCIMONBb3yeMoro s mnomydenus SMS-coobmenuit ¢ Komamu
nonreepxaeHus/ PUSH-coobmiennii ot banka,

e [IpH MOCTYIUICHUH Ha TeaedoH YnoaHomodeHHOro auia SMS-coobmenuii/ PUSH-
COOOIIIeHUH, CBUICTENBCTBYIOIIUX O TombiTke Bxona B Cucremy JIbO wiu
MOATBEPIKICHUST OTIIPABKU JIOKYMEHTOB, KOTOPBIX JIAHHOE JIMIIO HE COBEPIIAIIO,
HEMEIJIEHHO yBeIOMHUTh 00 3ToM bank B coorBercTBUU ¢ pazaenoM I[lopsmok
neiicteuii mpu Komnpomerarnuu / nogo3pennn Ha KoMmpomeramuio HacTOSIIETo
[Tpunoxenus.

TpeboBanusi mno o0ecnevyeHHI0 0e30MACHOCTH HCHOJb30BaHuss KiaueHTom
MoouabHoro ycrpoiictBa ¢ ModuabHbIM npuioxkennem PayControl, MoouiabHbIM
npuioxxenuem banka.

MOOMJIBHOE YCTPOMCTBO, TpEAHA3HAYCHHOE Ui UCIONb30BaHUS KimeHToM C
MoobunsHbIM mpuiokenuem PayControl, MoOuisHbIM npuiiokenneM baHka, TOKHO
ObITh TpUOOpETeHO y O(UIMAIBLHOTO MpoJaBla U ObITH CEPTU(GUIMPOBAHO IO
tpeboBanusiM ['OCT B COOTBETCTBUM C JAEUCTBYIOLIMM 3aKOHOAATEIbCTBOM JIJIS
HCIIONB30BaHUs Ha Tepputopun Poccuiickon @enepanuy;

MoOmibHOEe  ycTpoiictBo Kimenta wuMmeer mojaepkuBaeMylo  MOOMIBHBIM
npunoxenneM PayControl u MoOunbHBIM MpuiioXkeHHeM baHka JIHICH3MOHHYO
BEPCHIO ONEPALIMOHHON CUCTEMBI:

a) Android 5.0 u BbIIE;

b) i0S 10.X u BbIIC.

He HUCnoiib30BaTh MoOmibHOE npuiiokenue PayControl 1 MoOuibHOE NpUiIoKeHne
banka Ha MOOMIIBHBIX YCTPOHCTBAX ¢ pacmrpeHHbIMU npaBamiu (Jailbreak, Root nim
WHBIE OTIEPaIlUH, HE TOIEPKIUBACMbIe OPHUIIHATHHO TPOU3BOTUTEIISIMH);

JUIL  ONEPallMOHHOW cHcTeMbl MOOUIBHOTO YCTpOWCTBA M NPUIOKEHUH,
YCTaHOBJICHHBIX Ha MoOMIbHOE yCTpOHCTBO, KiTMeHTOM yCTaHOBJIEHBI MaKCUMAJIbHO
BO3MOYKHBIE Ha TeKyIIee BpeMsI OOHOBIICHHS, PEKOMEHIOBaHHBIE
MIPOU3BOIUTENIEM/Pa3pabOTUUKOM;

MooOmtpHOE mpunoxkenne PayControl camoctostenbHo yctaHoBieHo KnmeHTom u3
OJTHOTO M3 aBTOPU30BaHHBIX Mara3uHoB npuitokeHuit (AppStore wiu PlayMapker st
I0S/Android cootBeTcTBeHHO). KiHMEHT He HMCIONB30Bal MEPEeXOi K yKa3aHHBIM
CepBUCAaM W HE coBepiian ycTaHOBKY MoOunsHoro mpunoxenus PayControl mo
CCBUIKE U3 JAPYTUX UCTOYHUKOB,;

eciu 1pu yctaHoBKe MoomiibHOTO TipritoxkeHust PayControl mossBunuch cooO1ieHus o
HEO0XOAMMOCTH yaJIeHUs IPUIIOKEHUS/ TIPUIIOKEHUH, TPEACTaBIISIIOILNX YIPO3y AJIs
Mob6wisHoro mnpuioxenus PayControl, HeoOXxomumo yaaiuTh MPEACTABISIONINE
YIpO3y IPHIOKEHUE/TIPUITOKEHNI ¢ MOOMIBHOTO YCTPONCTBA.



]

1.

UL pa30IOKUPOBKH  MOOWIBHOTO — YCTPOWCTBA HCIIOJIB30BaTh MaKCHMAllbHO
BO3MOYKHBII M3 JOCTYIHBIX Ha JaHHOM MOOHILHOM YCTPOMCTBE CIIOCOO 3aIIUTHI OT
HECaHKIIHOHMPOBAHHOTO JOCTYyNa K (DYHKIUAM YCTPOMCTBA M XPAHAIIUXCSA HA HEM
JTAHHBIM (B IOpPSIIKE YOBIBAHUS CTOMKOCTH 3aIl[UTHI):

@) CPeICTBO PAaCIO3HAHU PAAYKHOM 000IOUKH Ti1a3a;

b) cpencTBO pacmosHaBanus oTiieyarka nanbia win juma (TouchlD, FacelD);

C) mapoJib JUIMHOK HE MeHee 6 CUMBOJIOB (BKJIFOUasi OYKBBI U LIU(PHI);

d) rpaduueckuii Koy,

e) PIN-kox.

IIpu ucnonb3zoBanuu naposisi Wi PIN-koma KiuMeHT 3amoMHMI MX UM HE COXpPaHWI B
namsiTdé MOOMIIBHOTO YCTPOHCTBA.

MOOUIIFHOE YCTPOMCTBO HACTPOUTH HA ABTOMATUYECKYIO OJOKHMPOBKY yCTPOWCTBA IO
WCTEUYCHUH OTpeAcEHHOr0 BpeMeHH (He O6osee 5 (MsITH) MUHYT);

Ha MoOunsHOM ycTpoiicTBe moa ynpasienueM OC Android ucnons3yercst CpeacTBo
3aIUThI OT BPEAOHOCHOTO KO/a («aHTUBUPYCHOE MPOTPAMMHOE 00ECIICUCHUEY);

Ha MoOunsHOM ycTpoiicte oj yrnpasieHruem OC Android OTKIIOYUTH BO3MOKHOCTD
YCTaHOBKHY MPUJIOKCHHUIA U3 HEITPOBEPEHHBIX HCTOYHUKOB;

MOOHWIBHOE YCTPOMCTBO C Kirouamu 1505050005 0:0)05 6750005040 PayControl
(manpasmstorcsi/nepenatorcsa bankom kaxnomy YJI Knuenra: QR-xox + xon B SMS-
COO0IIeHNN) U caMmocTosTenbHO BhIpaboTanHbiMU YJI Knmenra Kimrouamu D11 Ha
ocHoBe cpenctBa PayControl, a Takxke atpuOyThl 1ocTyna K MOOHIBHOMY YCTPOHCTBY
(JIorun, ITaposs, rpaduueckuii ko4, PIN-kox) Hukorna He nepenaércs Kinuenrom
HEYIOJIHOMOYEHHBIM JIMIaM, BKII0Yasi PyKOBOJCTBO OpPTraHU3alMU, KOJUIET U WICHOB
ceMbH YTIOJTHOMOUYEHHOTO Juia KimeHra u He ocTaBisieTcss UM 0e3 MPUCMoTpa,
MOOHMJIBHOE YCTPOMCTBO, C YCTaHOBICHHBIM MoOUIBHBIM TipHIToskeHreM PayControl,
UCIONIb30BaTh TOJIBKO JUIS TIOCEIIeHHs CalTOB M YCTaHOBKH TMPUIIOKEHUH,
HEOOXOJIMMBIX M JTOCTATOYHBIX KIIMEHTY JUIsl BEIEHUS €r0 KOMMEPYECKOW/yCTaBHOU
NeSITeNIbHOCTH;

. MOOMJIBHOE YCTPOWCTBO HE MOAKIIOYATh K KOMIIbIOTEpaM, 0€30MacHOCTh KOTOPBIX

KineHT He MOXeT rapaHTUPOBaTh, 4 UMEHHO:

a) oOecrieyeHue JOBEPEHHOI Cpe/Ibl;

b) orcyrcTBHE YAaIEHHOTO YIIPABICHHUS;

C) OTCYTCTBHE YCTaHOBJICHHBIX/3AMYIIEHHBIX BPEIOHOCHBIX IIPOTPAMM.

MOOUIIBHOE YCTPOWCTBO HE MoAKIIoYaTh K oOmiectBeHHbIM  WI-FI  ceTsm.
O6mectBennbie WI-FI ceTn, kak mpaBmiio, IJIOXO 3alUIICHBI, MX HACTPOUKH
HEU3BECTHBI,

. HUKOTJ]a U HUKOMY He cooOmarhs [laponb mis AyTeHTHUKAIMU TPU BXOJE B

Mobunbroe npuinoxkenne PayControl u MoounsHoe npuioxenne banka;

— obecrnieunth ucnoiszoBanue Kitoueir PayControl B Cucreme JIBO Tompko VYJI
KinenTa (¢ ycTaHOBJIEHHBIMY ITpaBaMU MOJIUCH);

— B CJIy4ae BO3HUKHOBEHHMs BOIpocoB 1o padore B Cucreme JIBO ¢ MobuabHbIM
npuioxkenneM PayControl u MoOunbHbIM nipuiioskeHHeM baHka oOpaTtuThcs B
cyx0y momnepkku banka mo TeneoHy CIy)Obl TEXHHYECKOW TMOICPKKH,
yKa3aHHOMY Ha ouumanbHoM caiite banka B cetn MaTeprer www.abr.ru.

JlonoJIHUTeIbHBbIE PeKOMEHAAIUN VIl BJIa/Ie/IblieB CMApPT(OHOB:

YCTaHOBUTH Ha BaiieM MOOHIIBHOM YCTPOMCTBE U PEryISIpPHO OOHOBIISATH MOOUIIBHBII
aHTUBUPYC (PEKOMEHYETCs UCTOIb30BaTh AHTUBUPYC POCCUICKOT0 MPOU3BOIAUTEN,
TaK KaKk OH YYUTHIBACT PETHOHAIBHYIO clielu(HKy BpenoHocHoro 110);

CBOEBPEMEHHO YCTaHABIMBAaTh OOHOBJIEHHMS JUIsl Balero MoOMIBHOTO yCTPONCTBA U
YCTAaHOBJICHHBIX HAa HEM IMPWIOKECHUH. YCTAaHOBKY IIPOU3BOJMUTHL TOJIBKO U3
AaBTOPHM30BAaHHBIX MarasuHoB mpuioxenuin (AppStore waum  PlayMapker ms



I0S/Android cooTBeTCTBEHHO, MapKETOB MPOU3BOIUTENCH YCTPOMCTB U T.11.). HBIE
CIOCOOBI YCTaHOBKH TPHUJIOKCHHH W OOHOBIICHWI HeOe3omacHbl. Hemomyctmma
YCTaHOBKA MJIM OOHOBJICHUE TPHIIOKEHUIT 110 cchiike B e-mail / SMS-cooOiennn ot
nMmenn banka. OOpatute BHMMaHHWe: baHK HUKOra HE BBICHLIAET muceM U SMS-
COOOIICHUH C MPSIMBIMH CCHUIKAMH Ha YCTaHOBKY WJIM OOHOBIICHHE MPUIOKECHUH;
P YCTaHOBKE Ha Bamie MOOWIBHOE YCTPOMCTBO JAOMOIHUTEIBHOTO MTPOrPAMMHOTO
obecrieyeHus oOpamiaiiTe BHUMAaHHWE Ha IOJHOMOYHUS, KOTOpPhIE HEOOXOAUMBI
nporpamme. He nomyckath yCTaHOBKH MPOTrpamMM, KOTOPBIM TPEOYIOTCS M3ITUIIIHUE
MOJIHOMOYHS, OCOOCHHO B YacCTH YTCHUS W OTIpaBku SMS-coolmienuii, goctymna K
cetu MHTepHer, kimaBuaType W T.N. [IpM HaIMYUM TEXHUYECCKOH BO3MOXKHOCTHU
pEeKOMEHAyeTCs BKIIOYUTh Ha MOOWIBHOM YCTPOICTBE PEXHM YCTaHOBKH TOJIBKO
TIOJIMTMCAHHBIX MPUIIOKEHHH C TIPOBEPKOH cepThuUKaTa,;

ecnu Bl 3amernim, uro Ha Bame MOOWIBHOE YCTPOWCTBO NEPECTAIH MPHUXOTUThH
SMS-coo0bmenust, B TOM 9ucIie epectany npuxoautb Koael moarsepxkaenus/ PUSH-
cooOmieHuss ot baHka, HEOOXOIUMO NPEKPATUTh HCIOJIb30BaHUE MOOUIBHOTO
ycTpoicTBa. B maHHOM ciyyae BO3MOXXKHO MOIIEHHHYECTBO C 3apaKEHHEM BaIllero
MoOunpHOro ycTpolicTBa BHUpPYCOM, NepexBaThiBalOmUM SMS-coobmenus. J{ns
MIPOBEPKH PEKOMEHAyeM ycTaHOBHTH SIM-kapTy B apyroe MOOHIBHOE yCTPOMCTBO,
npoBectu onepaiuio B Cucreme JIbO u noxxaareces npuxona Koxa monreepxaeHus/
PUSH-coobmenust. Tak ke O 3apaK€HHH BHPYCOM MOXKET CBHUIETEIHbCTBOBATH
MOI03pUTeNbHAs PadoTa ycTpolicTBa (CaMOIIPOU3BOIBHBIE 3BOHKH U pacchulk SMS-
COOOIICHNH, HECaHKIMOHUPOBaHHAs 3arpy3ka M YCTaHOBKAa IPOTPAMMHOTO
obecrieueHus). B ciyuae BBISBICHUS JaHHBIX ()AaKTOB PEKOMEHIYEM OOpaTHThCS 3a
MOMOIIIBIO B CITY’KOY TEXHUYECKOU MOIICPKKH MPpon3BoanuTes Bamero MoOMIbHOTO
YCTPOMCTBA.

M  Tlopsnok aeiicrBuii npu Komnpomeramuu / mogo3penun Ha Kommnpomeranuio

Knuenty B 1menax wuHbopMmupoBanuss baHka o0 HACTyIJIEHUH  COOBITHS

Kommnpomeranuu wim nogo3penus Ha Kommpomeraruio B JIeHb BbISIBIIEHUS (DakTa

Kommnpomerarun/ mogo3penust Ha Kommpomeraruio HEOOXOAMMO OMOBECTHTH 00

stoM bank mo Tenedony ciayxObl TexHuuyeckodl mnomaepxkku Cucremsr [1BO,

yKa3aHHOMY Ha oduimanbHoM caiite banka B cetu HTepHeT www.abr.ru B pazjene

«Bxon B Untepner-bank» (oxHO Bxona B Cucremy /150).

YcTHOe obparienue no tenedony cnyx0bl TexHuueckon noanep:xxkku Cucremst 16O

0 TIPUOCTAHOBJICHUH UcTONb30BaHus Cuctemsl J[BO MOMKHO OBITH TOATBEPKICHO

nUCbMEHHBIM 3asBieHneM o kommpomertanuu (IIpmnoxenue Nel3 k IlpaBunam),

(dbopma KOTOpPOTro pa3MerieHa Ha opHIMaIbHOM caiite banka (Www.abr.ru).

[Tpu wubopMupoBanuu banka mo TenedoHy CIYyKOBI TEXHUYECKOW MOIICPKKU

Cucremsl [1bO:

e [IlpeacraBurens Kiuenrta (3asBuTenb) cooOmaer HauMeHoBaHue KimeHnrta
(Bmagenwiia Cuéra), ceon ®MO u nomxHOoCTh, a Takke PUO u 10IKHOCTH
YnonaomouenHoro juna Kirenra, B OTHOIIIEHUH KOTOPOTO BBISIBJICHBI COOBITHSI
Komnpomeranuu unm nogo3penust Ha Kommnpomeraiuio;

e bank mno d¢akry oOpamenuss npeacraButens Kiuenrta —(3asBuTEN)
He3aMeJUIUTEIbHO:

— o0ecrnieunBaeT BPEMEHHYIO OJIOKMPOBKY CKOMIpoMeTHpoBaHHOro Kirroua
OI1 (YHOII, YKOII) VJI Knuenra B Cucreme JIbO. Bpemennas 6okupoBka
Kmroua PayControl/ VYcrpoiictBa moareepxkaenus YJI  Kimenra He
OCYIIIECTBISIETCSI. Vnanenne Kimroua  PayControl/  VYcrpoiictBa
noareepxkaenus YJI Knuenta B Cucreme JIBO nipu oOpamennu no tenedony
OCYIIECTBISICTCS TOCTE TIONYy4YEHUsS TONATBEPKICHUS 10 TelnedoHy
MOATBEPKICHUSI SKCTpeHHOU OokupoBku Kiroueit OI1;


http://www.abr.ru/

— o0ecneunBaeT coBepuieHne TeneoHHOro 3BoHKa KiMeHTy Ha HOMeEp
TenedoHa TMOATBEPXKACHHUS OKCTpeHHOW OsokmpoBku Kiroweit DIl
WNudopmanus o Homepe TenedoHa MOATBEPKISHUS IKCTPEHHON OJOKHPOBKH
Knroueir DI1 yxaszwpiBaercs Knuentom B 3asgBieHUM B LESAX IMOJTYyYCHUS
noareepxkeHus ¢pakra Komnpomerarmn/ mogo3penust Ha Kommpomeraruto.

e bank B ciyyae ecnu no daxty TenedonHoro 3BoHka KimeHTy moarBep:kaeHue

HeoOxoaumoctu  OnokupoBku Kiroua DOII/ ymanenus Koroua PayControl/

VYcrpolictBa noaTBepxkacHUs YJI HE MOIy4eHO:!

— CcHUMaeT BpeMeHHyl OsokupoBky Kiroua DI (YHOII, VKD3II),
YCTaHOBJICHHYIO MO (DaKTy BXOASAIIEro TelIe(OHHOTO 3BOHKA 3asBUTENS, HE
ynanser Kimou PayControl/ YerpoiictBo noarsepskaeHust. MHbIe neiicTBUs B
Cucteme JIBO B cimydae HeoOxomumocTd baHkK coBeplraer Ha OCHOBaHHH
npeaocrapieHHoro Kimenrom 3asiBiieHus 0 KOMIIPOMETALIUH.

B cnyuae He npenocranenus Kiuentom B bank HoMepa TenedoHa moATBEpKACHUS
aKcTpeHHo OnokupoBku Kitoueii D11, GiiokupoBka ckommpoMeTrpoBanHoro Kirroua
OIl, ynanenune Kimoua PayControl/ YcrpotictBa moarBepkacaus YJI Kinuenra Ha
OCHOBAHHMHU BXOJAIIETO Tee)OHHOr0 3BOHKa KiTHeHTa He OCYIIECTBIISIETCS.

- Ilo ¢axrty nmonyyenus or Knuenra nndopmannu o Kommnpomeranuu wim B ciiydae
BeisiBIIeHHsT bankom  ¢akra Kommnpomeramuw/  moObIX  TOJO3pEHHH  Ha
Kommnpowmeraruto (npu Hanuunu y banka nadopmanuu o cCOOBITUSIX, OTHOCSIINXCS K
Komnpomeranmnn), bank He3aMemmuTensHO OJOKHPYET CKOMIIPOMETHPOBAHHBIH
Kurou 311, ynanser Kirou PayControl/ YerpoiictBo moarsepskaenust YJI Kinenra B
Cucreme JIBO, mpekpamaer npuéM U wucnojdHeHue JI, MOAMMCAHHBIX
ckommnpomeTrpoBanHbiM Kirouom D11/ Kirowom PayControl.

- B memsx mnomydenuss HoBoro Ilapoms, KimroueBoro wnocutens (USB-Token),
VYcrpoiictBa moarBepikaeHus KimeHT nubo 3ampammBaeT HUX B 3asBICHUH O
KOMIIpOMETAallMM B MOMEHT YyBeAOMJIEHMS baHka O HacTyIUIeHMM cllyyas
Komnpomeranuu, mu6o nonaér B bank 3asBienue 00 M3MEHEHNH JTaHHBIX B ITOPSIKE,
onpeaenéHHoM M. Ommoka! McTouHNK ccblUIKM He HaiiieH. HacTtosmux [IpaBui.

- Teneparnmto HOBeIXx Kimtoueit DI/ Kumoueir PayControl KimueHt ocyiiecTBiasier B
cooTBeTcTBUU ¢ pazzesnoM Ommuolka! McToYyHMK CChIIKM He HaiiieH. HaCTOSINX
IIpaBui.

He BHOCHTB HCTIpaBIICHNS, U3MEHEHUS U JOTIOJIHEHUS B CIIEUATIM3UPOBAHHOE IIPOrPAMMHOE
obecrieueHre U TEXHHYECKYIO IOKYMEHTAIINIO, TpefocTaBiieHHbie bankom mo Jlorosopy /15O,
HE IepenaBaTb MX TPEThUM JIMIIAM, a TAaK)Ke€ HE MepeAaBaTh TpeTbuM JnnaMm KirodeBbie
HOCHUTENH, YCTPONCTBA TMOATBEPKACHHS, CBeAeHUs 1mo ¢opmaraMm D) U TEXHOJIOTHH HX
o0pabotku Knrentom u bankowm, a Takxke mpoune cBeaeHus, oTHocsmuecs k lorosopy /1b0O.
TpebGoBanusi, ycTaHOBIEHHBbIE HacTosmuM [lpunokeHueM, B cilydae MCIOIb30BaHUS
Knuenrom Kanana «Murerpanuonnsiii Knuent-bank» pacnpocTpaHstoTcsl Ha CTOPOHE
Knuenta Ha Bce paGoune mecta Kimenra, kotopsle ydacTByloT B oomeHe D/ ¢ bankom ¢
ucnonb3zoBanueM Kanana «Murerpaunonnsiii Kinent-banky.



